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"4 infrastructure PC-AP-NBHE_(IP 163.17.77.1 1080} peap - Wireshark

File Edit View Go Captore Analyze Saistics Help R
Beoes BRAXEE I AesaTL/EE Qan DM X B

Filter: |1'cmp || arp v Expression.. Clear Apply

No. . Tirne Bource Destination Protocol Info

10 0 BENEE F.IT. TCMP Lping) k%

2 0.994410 163.17.77.110 163.17.77.11 ICMP Echo (ping) reguest

3 0.904654 163.17.77.11 163.17.77.110 ICMP echo (ping) reply

4 1.9587455 163.17.77.110 163.17.77.11 ICMP Echo (ping) request

5 1.9977035 163.17.77.11 l63.17.77.110 IMP Echo (ping) reply

6 2.994263 163.17.77.110 163.17.77.11 ICMp echo (ping) reqguest

7 2.994506 163.17.77.11 163.17.77.110 ICMP Echo (ping) reply

17 43.488008 D-Link_2c:21:96 Broadcast ARP who has 163.17.77.1107 Tell 163.17.77.1

18 44.004937  163.17.77.11 163.17.77.110 ICMP echo (ping) request

19 44605085 163.17.77.110 163.17.77.11 ICMP Echo (ping) reply

200 45.004502  163.17.77.11 163.17.77.110 IcmMp Echo (ping) request

21 46.504441 163.17.77.11 163.17.77.110 ICMP echo (ping) request

22 46.5904671 163.17.77.110 163.17.77.11 ICMP Echo (ping) reply

23 47.00437%  163.17.77.11 163.17.77.110 Icmp Echo (ping) reguest
2502 103.782120 D-Link_2c:21:36 Broadcast ARP who has 163.17.77.1107 Tell 163.17.77.1
6118 108.446344 AskeyCom_3b:eb:13 Broadcast ARP who has 163.17.77.1107 Tell 163.17.77.11
6119 108.447086 AskeyCom_3h:ieb:13 Broadcast ARP who has 163.17.77.1107 Tell 163.17.77.11
6120 108.448084 wsi_87:2a:%h AskeyCom_3h:eh:13 ARP 163.17.77.110 15 at 00:16:17:87:2a:%9h L

Frame 1 (122 bytes on wire, 122 hytes captured)
radictap Header w0, Length 24

QoS Data (0x23)
& Frame Control: 0x0188 (Mormal)
puration: 44
BESS Td: D-Link_2c:21:56 (00:17:9a:2c:21:56])
source address: askeycom_3b:eb:l3 (00:1b:%e:3h:eb:l3)
pestination address: Msi_87:2a:9h (00:16:17:87:2a:9h)
Fragment number: 0
sequence number: 3856
Frame check sequence: OxdcShechd [correct]
Qos Contral

¥
0010 ~
0020 =
0030 08 Q0 45 00 00 3C 36 Ta
0040 00 00 80 01 23 2b a3 11 4d 0b a3 11 4d 6= 00 Q0 S I P [
0050 2Ze 5¢C 02 00 25 00 &1 62 63 &4 63 66 67 68 69 6a %, ab cdefghi]
0060 &b 6c 6d 68 6F 70 71 72 73 74 75 76 77 61 62 63 klImnopgr stuwwabc =
0070 defgh"lh he
TEEE 807 11 wireless LAN furlan), 30 btes Packets: 10416 Displayed 18 Marked: 0

B]2.1.1 WireShark B35 i* 3& ¥ 4 &
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ipconfig
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6.4 » U7 LT~ d » omd 4y 4 B h L oR g G0 @ * B AESF ping o
iR AEFE Y - 5 Notebook T "d%i 7 » 40

NB £33 % *sa— 454 :ping192.168.022 —(¥ - & £33 %P
> 4t)

d REFORNSET 5 NB LR T a Byl ¥ - o BT |

et C:AWINDOWS\system32iemd exe

Microsoft Windows XP [ 5.1.2600]
(C) Copyright 1985-2061 Microsoft Corp.

G:\Documents and SettingsAdministrator>ping 192.168.0.22
Pinging 192.168.0.22 with 32 hytes of data:

Reply from 192.168.08.22: hytes=32 time=2ms TTL=128
Reply from 192.168.0.22: hytes=32 time{ims TTL=128
Reply from 192.168.0.22: hytes=32 time=1ms TTL=128
Reply from 192.168.0.22: hytes=32 time{ims TTL=128

Ping statistics for 192.168.0.22:

Packets: Sent = 4, Received = 4, Lost = @ (B% loss),
fipproximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 2ms, Average = Bms

C:\Documents and Settings\dministrator)

B 3.1.7AdHoc %4 &4 #7FHRT-NB LT a
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NB £33 % b— 454 :ping 192.168.0.11 —(¥F - & L33 T Hah IP

d HiTadg 2%+ K JIINB £ b EaflanE ¥ - 57 il 0|

ey CAWINDO WS\system32\cmd .exe —_— ' ID_[_;ﬂ
B

Microsoft Windows XP [fF7 5.1.26001
(GC> Copyright 1985-20801 Microsoft Corp.

C:\Documents and Settings user>ping 192.168.6.11
Pinging 192.168.8.11 with 32 bhytes of data:

192.168.8.11: bytes=32 time<{ims TTL=128
192.168.8.11: bytes=32 time<{ims TTL=128
192.168.8.11: bytes=32 time<{ims TTL=128
192.168.8.11: bytes=32 time<{ims TTL=128

Ping statistics for 192.168.6.11:

Packets: Sent = 4. Received = 4. Lost = 8 (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Bms, Average = Bns

C:\Documents and Settings user>

W 3.18AdHoc #H &4 #FHRF-NBE3T%b

12 %7 BHE T RS E L R TR
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P paps e o=
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NB 24| 7 %5 b —380F © 192.168.0.11 —(¥ - 2524 F 55 IP i)
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Yo ity - IS [:l
BEE HEE® BRY HHSEW IAD PO o
Or=F- @ & ],OEE% [ EE

D) | D SEe - B v Buz=
192 EF x & TR T

Mshome ddd

BEIRE—SEE?

R
192.168.0.11

A 5 E -

L EERE HESERG
L) 1S ERRmiaD

B 3.1.10 Ad Hoc % 4 #& % %-NB £:24| % b

(O)NB 4 27| 7 %5 b iz » IP =t 192.168.0.11 i& (7 4 % 7o 4L & B

BEE &EEE WA HEEELW IRDO JRAD
Q:r-©- 13 \,oﬁea [

D) | ) wo21680.11
ERrET

#l 3.1.11 Ad Hoc % # # % 7
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8- B4t & NB %2 7 *s% % Air Pcap eh5#> 42 ;% :B 7 WireShark
FH X ER A2 5 NBE AT % add > AirPcap & s+ {5
£ B Fen WireShark 4f @ R 2~ 448> 8k > Capture— F £z Interfaces
AT H® 0 EH AirPcap shiE+ 4G 0 3T Start #H e e BAtE 0 4o B

" | The Wireshark Network Analyzer
Fle Edit View Go Coptwe Analyee Statistics Help

Sueee pBrxva/BesoFy EEraa

Filter:l v Eupression.. Clear Apply

0 E X @

"4l Wireshark: Capiure Interfaces

Description P Packets Packetss Stop

‘_ Adapter for generic dialup and VPN captore mknoyn 0 I
91 KirPrap TISE wieless capture adapter . 00 whon W5 40

‘ Atheros ARSO0GEXS Wireless Netwark Adapter (Microanft's Packet Scheduler) 192168022 emor err{ (Open the captore details dialog of this interface. i

| Readyta load or capture o Packets

T & | W4 Window.. - U_ij STPFL-Mi.. | o CAWINDO..

Bl 3.1.12 Ad Hoc 7 1 4t < #P~% ok T-NB £33 T %o a
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9.t TRt e Y o MEFRFLE T p e e
Info 4% =21 & < SSID % -

B A %fﬂ ’-é

4

IEEE 802.11 «nE # 4 o

=h
1

1 AirPeap USB wireless capture adapter ar. (0: Captoring - Wireshark

Fe Edt View Go Captwe Analwe Safisics Help

e T B A X PF e 16 iE

SEEUN oBxvERev07t B QQAQE|§YE X @
Filter:l v Expression.. Clear Apply
No. . Sanrce Destination Proboeol | Info

LEEE 802 Praobe

Rag N=0, 5SI0: “adhoc”

20.000599  AskeyCom_3h:eb: Broadcast IEEE B02 Probe Request 3= 2193 Fi=0, SSID Broadcast
30.000974  D-Link_ca:@L:7f AskeyCom_3b:eb:13 IEEE 802 Probe Response, Sh=1289,FN=0,B1=100, S5ID: "HIT"
41.017499  Dp-Link_ca:el:7f AskeyCom_3b:eb:13 IEEE 802 Probe Response,SN=1300,FN=0,BI=100, SSID: "HIT"
5 1.018474  Dp-Link_ca:el:7f AskeyCom_3b:eb:13 IEEE B0Z Probe Response,SN=1300,FN=0,BI=100, SSID: "HIT"
6 7.617243  AskeyCom_3h:eb:13 Broadcast IEEE 802 Probe Request, SN=2267,FN=0, 55ID: "adhoc”
757202861 AskeyCom_3b:eb:13 AskeyCom_3e:6c: 64 IEEE 802 Probe Response, Sh=1741,FN=0,B1=100, SSID: “adhoc"
8 57.754361  AskeyCom_3h:eh:13 AskeyCom_3e:6c:6d IEEE 802 Probe Response,Sh=1748,FN=0,BI=100, SsID: "adhoc"  —
5 57.799859  AskeyCom_3h:eb:13 AskeyCam_3e:6c: 64 IEEE 802 Probe Response, Sh=1748,FN=0,B1=100, S5ID: “adhoc”
10 74.243143  AskeyCom_3h:eh:13 Broadcast TEEE 802 Probe Request, SN=1738,FN=0, 55ID: "adhoc”
11 74,243733  askeyCom_3h:eh:13 Broadcast IEEE 802 Probe Request,SN=1739,FN=0, SSID: Broaccast
12 74.245111  D-Link_ca:6L1:7f AskeyCam_3b:eb:13 IEEE 802 Probe Response,Sn=2023,FN=0,B1=100, SSID: "HIT"
13 74712881 AskeyCom_3hieh:13 AskeyCom_3e:6c: 64 IEEE 802 Probe Response, Sn=1743,FN=0,B1=100, SSID: “adhoc”
14 74.715508  AskeyCom_3h:eb:13 AskeyCom_3e:6c:64 IEEE 802 Probe Response,SN=1743,FN=0,BI=100, 5SID: “adhoc"
15 75, 219622 Askeycom_;b:eb:_l? Askey(:om_?e:@c:@a} IEEE 802 Probe Response, SN=1748, FN=0,BI=100, SSID: adhuc 3
| )
Frame 1 (75 bytes on wire, 75 hytes captured)
Radiotap Header vo, Length 24
[ IEEE 802.11
Type/subtype: Probe Request (0x04)
Frame Contral: 0x0040 (Normal)
puration: 0
pestination address: Broadcast (Ff:ff:ff:ff.ff.ff)
Source address: AskeyCom_3hieh:13) (00:1h:0%
BSS Id: Broadcast (ffiff:ff:ff:ff.ff)
Fragment number: 0
sequence number: 2192
H Frame check sequence: 0x7843fcda [correct]
[Good: True]
[Bad: False] 3
F IEEE 802,11 wireless LAN management frame .
0000 00 00 18 00 ee 58 00 00 10 02 85 09 a0 00 &3 9C  ..... v vininenn
0010 &4 00 00 47 78 43 fc 4a 40 00 00 00 ff FF ff ff  d..GxC1 @
0020 ff ff 00 1b 9e 3b eh 13 ff ff ff fF fF FF 0089 ..... e s
0030 00 05 61 64 68 6f 63 01 08 82 84 8b 96 Oc 18 30 adhoc, ..o 0 |
0040 48 32 04 12 24 60 6C 78 43 fr 4a H2..§ T €. 2
hirPeap TSB welesscaptu.re adapter r. 00: <live captore tn progress> File: CADOCUME«{busetlLOC++ | B 28 D: 28 M:0

T8 S Wodowo v DiEl Mo | o

Tl KiPeap T3...

= QLR 00 - & T

B 3.1.13Ad Hoc %1 4t¢ #P>%%-NB £:23|T " a
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10.:& » NB 4 2573 % %% b ervWireShark 2t & $8~#c48 » 8L + & Capture— ¥ £
Interfaces 4% & & - 4% T if 2 0 AirPcap =+ 4 & 1 Options 4=/ 45 1%
ST

t! Wireshark: Capture Options

Capture
Tnterface; ‘AiIPcap TIRB wireless capture adapter mr, 00: Wharpeap(0 |E]

1P addiess: wnkaown
Buftrsze | 5 megshybl) [Wisks Setings

[ ] Capture packets in promiseuous mode

[] Limit each packet o I:I byt
Capture Filter: :. et host (0:1BAE-3EAC A

(]

Capture File(s) Display Options
Fie: | | (Brovse.| || 0 Ui listof pekets e e
[ ] Use mulfiple files
| | Automatic serolling fn lve capture
| | Hide captore info dislog
I I N Resolution
$top Capture . Enable MAC name resolution
[ . after | | [ Enable network name resoltion
] . after | |
[] .. after | | Enable transport name rsolution

=]

@ 3.1.14 Ad Hoc 7 # #

<4~
TN
#*
F
2
\3
Z
09)
i
).
a4
Wy
=3
o

33



5

Ntz 2o g6 FHRFLFSE 55 52 chicrt B
#He o T LR Fg Y o PR AIEEESQIL HER Y ¢ o 5 3
NB£:3Thb ¥ - 2853 q %3 i aleermite Tl -

! (Untitled) - Wireshark Q@

File Edit View Co Captuwe Anshwe Stfiies Help

wawmw@wwg@quww

Filher:l v Expression... Clesr Apply
No.,  Time Source Destination Protocol ~ Info A
64 35.534632 Askeycom_ze 6c:64  Broadcast TEEE 802 Beacon frame’SN-1824 FN= O,BI-100’ 5510 "achoc”

65 36.046655 AskeyCom_3e:6c:64  Broadcast IEEE 802 Beacon frame, SN=1830, FN=0,BI=100, S5ID: “adhac”
66 37274515 Askeycom 30160164 Broadcast IEEE 802 Beacon frame,SN-1842,FN=0,BI=100, 5s10: "adhoc"
67 37.295138  AskeyCo : AskeyCom_30iehi T3 TEEE 802 Prone Response, Sh=1844,FN=0,BI=100, SSID: "achac
68 37.802369  AskeyCom_se:6C: AskeyCam_sh:eb: IEEE 802 Probe Response, SN=1850,FN=0,BI=100, 55ID: “adhoc"

69 38.370140  AskeyCom_3e: 6c 64 Broadcast IEEE 802 Probe Request,SN=1856,FN=0, SSID: "adhoc”

70 38.370735  AskeyCom_3e:6¢:64 Broatcast IEEE 802 Probe Request, SN=1857,FN=0, SSID: Broadcast

71 38,371991  D-Link_ca:61:7f AskeyCom_3e:6¢:64 IEEE 802 Probe Response, SN=1298,FN=0,BI=100, SSID: "HIT" &
72 38.808998  AskeyCom_3e:6¢:64 Broatcast IEEE 802 Beacon frame, SN=1859,FN=0,B1=100, 55I10: "adhoc”

73 39.218265  AskeyCom_3e:6c:64 Broadcast IEEE 802 Beacon frame, SN=1862,FN=0,81=100, 5SID: “adhoc”

74 39.385755  AskeyCom_3e:6c:64 Broadcast IEEE 802 Probe Request, SN=1864,FN=0, 55ID: "adhoc”

75 42.288508  AskeyCom_3e:6¢:64 Broatcast IEEE 802 Beacon frame, SN=1891,FN=0,B1=100, 55I1D: "adhoc"

76 44.464017  AskeyCom_3e:6c:64 Broadcast IEEE 802 Probe Request,SN=1916,FN=0, 55ID: “adhoc”

77 44464611 AskeyCom_3e:6¢:64 Broatcast IEEE 802 Probe Request,SN=058, FN=8[Malformed Packet]

78 45.461239  AskeyCom_3e:6¢:64 Broatcast IEEE 802 Beacon frame, SN=1927,FN=0,B1=100, 5SID: "adhoc"

79 46,382020  AskeyCam_3e:6c:64 Broadcast IEEE 802 Beacon frame, SN=1936,FN=0,B1=100, SSID: "adhoc"

N AR ARR27A  tckavrom 2ot ket Rd RrAadract TCCC QN7 Raaran frama SN=1040 CN-N RT=10N geTne "adhas~" b

| ?

@ Frame 67 (106 bytes on wire, 106 bytes captured)
® Radiotap Header v0, Length 24
Type/Subitype: Probe Response (0x05)
® Frame control: 0x0050 (Normal)
buration: 314
Destination address: AskeyComf3b:eh:13] (00:1h:%e:f3h:eh:13) 2}
source address: AskeyCom [$E6C:64] (00:1b:9e:§§?§??33h1
BSS Id: 5e:63:93:3b:0b:h2 (Se:63:93:3h:0h:h2)
Fragment number: 0
Sequence number: 1844
#® Frame check sequence: 0x30d826h6 [correct]
® IEEE 802.11 wireless LAN management frame

0010 05 00 00 30 30 8 26 b6  FIROUREER RV MCTRE v A
WOPJONBED 13 00 1h O 3e 6C 64 Se 63 93 3b Oh b2 40 73 =
0030 2r T3 8a ¢0 00 00 00 00 64 00 02 00 00 05 61 64

0040 68 6f 63 01 08 82 84 8b 96 Oc 18 30 48 03 01 Oa L
0050 06 02 00 00 2a 01 07 32 04 12 24 60 6¢ dd 07 00 3

NAGN BN F7 A7 AN AT AN 20 AQ 6 ke

EEE 802.11 wivless LAN (), 24 bytes B D 1 0 Drops: 0

@3115Ad HOC iﬁl ;l:T #;‘B’»“Lag NB%: E‘_.EJ';;B‘};“‘ b
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. PCEIE
»ﬂlF1631???110 v

NB =& 20 XU 25 Jig§
IP:163.17.77.11

AP 7FHYES
SSID: DLINKTEST

IP:16317.77.1

Infrastructure JESEFEIEAIR (AP*15)
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3.2.1 PC % ZH

LARfrpp t > O L BE TR 2 g il e R d Aged (& LA
P b AN RERE AR FRRA 7 LRRAEART ) Ra BEE
BaMEK T (~F 5 ¢ T ET 1),%&@& G RSB AGREART > LB
T RO Bl RN BREBERP] FARE 0 AR TP IRELE T
BT @ BE:F Internet Protocol(TCP/IP) #+ B (dr~%F & © #&F &7 2)° 3@. i
&R e IP i=ht o 4o

PC %
PR B YK

ﬁ&%ﬁa

i

o — IP i=ak3k T = 1 163.17.77.110
. 255.255.255.0
163.17.77.254

Iz * DNS @R %

EEE WEE ER0D BrSEEE) TE(T) EPEQD  EREAE

QL= - O F s oERE Ee

o m]pd
FZ

| SR SRR

= Whdwrare MNetwork
e | o= s
T4, VhIwrare Virtnal E
Eitmis ]
ELERR, Bk s
4, Broadeom NetXtre

= Whdwrare MNetwork
e | o s

LA, Vhiware Virtnal E

I —ERTERR
% %E%Fﬁﬁd\&”?ﬂ?ﬂﬁ%ﬁ]

@ EEENT Windows BFANE
RRTE(E
1= AHE RS SRS

Internet Protocol (TCF/IP)

ATSEIMATERE 4R S TEThAE - f"‘ijEl’Eﬁ;ﬁifJ?eﬂié’J IP 525 - EHI -
28 38 P PRIRE AR EE B R RESY TP

O EBHEYS 1P firhbc0)

@ AT FURYT IP {7k @
IP firhibD:
TFHEREE R ):
THRERAE (D):

163 . 17 . 77 . 110 3

163 . 17 . 77

B EHYS DS = ARRF 14k B
@ T FIRYT DNS {FIIRSR(rAEE:
18R Dz EIRRSRE:
Eofth DN EIIRERAY:

—ar Ry |

163.17.64.30—> (dc~F & ¥ #F &1 3)

SRR A
‘ H8 Broadeom NetXtreme Gigabit Ethernet ‘

SE EERREE A T FUTE E (0):

ERFEWC)...

W =NWLink [PI/SPX/MNetBIOS Compatible Transport Protecol
) %—Network Monitor Driver
© % Intemmet Protocol (TCF/IE) ‘D).

~

BEERS2S0T

ﬁﬂ%ﬂﬁ%%ﬁ%ﬁ%%ﬁ%ﬁﬁ%ﬁ TCP/IP) © JERETER
EiGBRs R - RAT Rk < R LERHEE ST -

@iz - TR0 PIRAT BT o)
[T E (B8 S S SRR sl B R FE A IR B AN (WD

®) 3.2.1 Infrastructure #i-5%
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25 A ABBT > RisD

| AP sk T & & 0 R ¥ £.192.168.0.1 0 A
AL 7R Ry M T E AR~ o (T TEK IP192.168.0.1 A F rigd AP R ZT
)

-

o { T 4T @Y b’“rﬁ%l » e |P i.%?% §2192.168.0.1:&3 APX ZF )

/= DI-634M - Windows Internet Explorer

7 ‘]- & hepet163.17.77.1/ vl|[42][ % [e]-
EBEED RED #HEY BHEEw RO SEW

Google (G-192.168.0.1 v B B w BE- BIERE THTRE - S EE3- 4 [ 19216801 O8E-
S e |@preama ]T [EEFF R T 2 060 2 () TR~

DLink

Building Networks for People

V‘kzq:.“uQ”' =/,
EEETI High-Speed 2.4GHz Wireless Router

Login to the router:

User Name :
pssera: |

Copyright ® 2004-2007 D-Link Systems, Inc.

& HRSER HI0% -

@ 3.2.2 Infrastructure #-3% AP %k T AL %
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3 r AP TP o {6 > BLE b o — #¢ chHome 538 » AuEP~ 2 B F =g ¥
7 Wireless if # 2 k 3|3k ©_SSID % & > & SSID # fiﬁi%l rERR TR
W o IR A ERET G Apply Fde o

ArrPId o

- ¥

[CIET High-Speed 2.4GHz Wireless Router

works for People

Home Advanced Tc;ois | 'Etatus Help

Wireless Settings

These are the wireless settings for the AP(Access Point) Portion.
Wireless Radio: &) on O of

SSID:
Wireless [oUNKTES |
Channel: | ¢ Auto Channel Select

Super G™ Mode : [Super G with Dynamic Turbo v I
Transmission Rate: | Auto « i
802.11g Only Mode

* O Enabled ® Disabled

SSID Broadcast: (%) Enabled O Disabled

Security Mode: 3 none O WEP © WPAEAP O WPA-PSK

Owe

Apply Cancel Help

Copyright ® 2004-2007 D-Link Systems, Inc.

B] 3.2.3 Infrastructure fi-;% % F 3% =_SSID
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4.2L:% Home 2 WAN » #X {4 2Li% Clone Your PC’s MAC Address #%4= > 14
{37TPC T igenge—+ mh(o~F 6 ¥ #cF 7 1) o

D-Link

Building Networks for People

Za Vi S1(6 =D @

High-Speed 2.4GHz Wireless Router

Home Advanced Tools Status Help

WAN Settings

Flease select the appropriate option to connect to your 1SP.
Wizard

& Dynamic IP Address Choose this option to obtain an IF address automatically from
your ISP. (For most Cable modem users)
Wireless () Static IP Address Choose this option to set static IP information provided to you
by your ISP.
VAN ) PPPoE Choose this option if your ISP uses PPFoE. (For most DSL
users)
) Others FPPTP, L2TF and BigPond Cable
LAN
O PPTP (for Europe use only)
DHCP O L2TP (for specific ISFs use only)
> BigPond Cable (for Australia use only)

Dynamic IP Address

Host Name : | |

Use Unicasting : {compatibility for some DHCP Servers)
—_hr—————
MAC Address: |po-16:17:87:2498| |

e —— et
(optional) [___< Clone Your PC's MAC Address o |
— T

Primary DNS Server : |D.EJ.EJ.EJ |

Secondary DNS Server : |g_g_g_g |(opti0na|}

Link Drop Delay : (seconds, O=immediate)
MTU: 4500 MTU default = 1500

@B 3.2.4 Infrastructure $-;¢ % | § Frie+ =4
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5.2L:% Home > LAN » Aiz 3 o 7 IP Address fifﬁ{iﬁ i~ AP R E R
B TR IP s (TR 0192.168.01 0 ok 3 F BT v eed B IP ma)

b

D-Link I

Building Networks for People
High-Speed 2.4GHz Wireless Router

Home Advanced T;ols 7 Sttus Hel D 7

LAN Settings
The IP address of the DI-634M.

IP Address : ‘ 163.17.771 ‘

]

Wireless Subnet Mask : |55 255.255.0 J

Local Domain Name : 1 ‘ (optional)

- RIP (Routing Information Protocol)

RIP: (O Enabled ® Disabled

LAN
RIP Operating mode : V1 V2Broadcast * V2 Multicast
DHCP Router Metric: |
Act as default router : Enabled Disabled
Allow RIP updates from WAN : Enabled - Disabled

Rif: Password:: :} (leave blank for no password)
Verify RIP Password : (leave blank for no password)

IGMP (Internet Group Management Protocol)

IGMP: & Enabled O Disabled
DNS Relay

DNSRelay: (3 Epabled O Disabled

@ 3.2.5 Infrastructure #-3% % 7 % @ AP = 1t (IP Address)

40



6.2-:% Home - DHCP > DHCP IP Address Range § = &_* Hi%] > e |P fmht e
%;j_?] ) —Q‘—_ﬂ—f

Always Broadcast : (Compatibility for some DHCP Clients)
LAN NetBIOS Advertisement : O

! ! Home
DHCP Server
DI-534M can be setup as a DHCP Server to distribute IP addresses to the LAN.
DHCP Server: (&) Enabled O Disabled
:0155.1;;'}.?7_10 -[183.47.77.223 1| | (within the LAN
subne
[ wa

Learn NetBIO S information
from VVAN :

Primary WINS Server IP | |
address :

DHCP

Secondary WINS Server IP |
address :

NetBIOS Scope: | |

NetBIOS Registration mode : Hybrid (Point-to-Paoint then Broadcast)
Mixed-mode (Broadcast then Point-to-Point)
Point-to-Point (no broadcast)
Broadcast only (use when no WINS servers configured)

DHCP Reservations

DHCF Reservations allow the DHCF server to associate a fixed IP address with a specific
MAC address.

Computer Hame : | |

IP Address: [9.g.0.0 |

MAC Address: |00:00:00:00:00:00 |

Entry . & Enaklad (7 Ricaklad

B] 3.2.6 Infrastructure #-5% % 7 X T IP x4
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T ABEE O ET o £ B ﬁaa ~comddFEZ 0 € 4 o D
RE > AT ¢ ﬁi«;l ~ ipconfig /all > ¢#ﬁ LR A ot - 2
<2 (&rw% 6 ¢ cF R 1) X4 By~ ping 163.17.77.1(AP ehizsr) -

i%#gl FEAERFARIAP RAUSRE AP N T A (d~F 6 ¢ F T 2) -

£ ¥ ping 163.17.77. 11(E_% *e e IP =4t)» T4y £ {/Pl;é—g —,g Al S

PC & P i 3 a T3 & chd (T(do~F o ¥ F 7 3) o

4 CAWINDOWS\system 32\cmd..exe ﬂﬁ

P Configuration

vigabit Ethernet

“Oocuments and -

1
1
1
1

From
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B Kest T > BB | A MADHOF W~ (6 L4 0 % IP i > BAEF
Fhe o Ao

PC 7 % —40F : 163.17.77.11 »(NB % 27| 7 5 IP 1=4t)

T BT - EK X
BEE WEE BWG ZOEER TEO 2O [
Q= -© @ Lus|mwx @

D) D R - T v | BBE

= ETF X i B SERE
Sl (103177710

S —SEK
TR rEN):

| 163.17.77.11

PR REthasE. .

LILEeEK HES
BEG
L SRR O

< il >

®] 3.2.8 Infrastructure #-;¢ #F&F 2 %-PC 7 %
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0.3 I £ 3 chb 17 > MURGLA J AP GO T e

P0 full (163.17.77.11)
EBED HED SR BEEEw ILEO F:EWD

QL= - © 3| Ous|pwEsx m-

- OX

v BBE

i) | 9 W63.17.77.11
! ; :
G

RN ET x
, I} SharedDocs

) BEIER
SRR SEk?
EaEM: e e

‘163.1?.??.11

fEEIREh AR .

O EELEK LS
BEE)

0 SRR O

] 3.2.9 Infrastructure #-;¢ 4% %
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10.L % % Air Pcap en5%# 4254 ;B 3 WireShark #c#8 » € £ = =2 15 - 46 »
Air Pcap £ B ¥x WireShark » 2b:iE F o =% 38 Capture » £ i B~ Interfaces
¢ BET 5 BT iR T o E & AirPcap =+ 4 6 £ 2hE Options T4t ¢ i
e °

4! Wireshark: Capinre Interfaces

Description IF Fackets Packetsfs
@ Adapter for generic dialup and VPN capture [Start ] [Options ] [Details

@ AirFcap USE wireless capture adapter nr. 00 366 29 [Start ] [Options ] [Details ]
@l Broadcom NetXtreme Gigabit Ethernet Driver 163.17.77.110 50 20 [Start || Options || Details |

] 3.2.10 Infrastructure i-;% 3F & $B~w 2% T-PC 7 %%
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113%F € D3 ™ Blom P4 § 0 - capture packets in promiscuous mode
FEREA RS ) (do~F e P BcF T 1) 0 £ 2hiE capture filter: » 123k =_iE 2
P PC 3 gendte (Ar~F o ° #F T 2) -

! Wireshark: Capiure Oplions

Capture
Interface: | AtrPeap USE wireless capture adapter nr. 00z W \atrpeapl0 ‘[]

[F address: unknown
Buffer size: D: megabytals)

@Capture packets in promiscuous mode 1

[ Limit each packet to |:| btes
(Capture Filter: ) host 163.17.77.110 2 (~]

Capture File(s) Display Cptions
File: ‘ | ’BIOWSE'“] Update list of packets in real time
[] Use multiple files

‘ | Automatic serolling 1n live capture

‘ | Hide capture 1nfo dialog

Mame Resolution

Enable MAC name resclution

Stop Captore ...

L. after ‘ ‘ (] Enable network name resolution
[ ... after ‘ ‘

O . after ‘ ‘ Enable transport name resolution

[ Start H Cancel

@] 3.2.11 Infrastructure -3¢ 3¢ #B~o :E jp-PC T "%
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1240 1 stendh > [ i HBF T hdf e poF o AN P AT G R

10! (Untitled) - Wireshark

File Edit View Go Captwe Analvee Statistes Help

BUUUN EEXEE Aes0TL [EE QD ¥BAXE

Fﬂter:| v Expression... Clear Apply
No. - Time Source Destination Frotocol  Info v
10.000000  163.17.77.11 163.17.77.110 ICMP  Echo (ping) reply 1
2 0.994410  163.17.77.110 163.17.77.11 ICMP  Echo (ping) request
30.994654  163.17.77.11 163.17.77.110 ICWP  Echo (ping) reply
41.997455  163.17.77.110 163.17.77.11 ICMP Echo (ping) request
51997705 163.17.77.11 163.17.77.110 ICMP  Echo (ping) reply
62.994763  163.17.77.110 163.17.77.11 ICMP Echo (ping) request
72.994506  163.17.77.11 163.17.77.110 ICWP  Echo (ping) reply
§3.260036  163.17.77.110 163.17.77.11 SME Echo Request
93.260322  163.17.77.11 163.17.77.110 SMB Echo Response
103.386414  163.17.77.110 163.17.77.11 TCp dnsZgo > microsoft-ds [ACK] Seq=54 Ack=54 Win=b4385 L
11 34.637717  163.17.77.110 229.55.150.208 LoP Source port: alta-ana-Im Destination port: vpjp
12 34,638813  163.17.77.110 163.17.77.255 NBNS  Name query NB int-408007<2d>
13 37.382340  163.17.77.110 163.17.77.11 SME Echo Request
14 37.382706  163.17.77.11 163.17.77.110 SMB Echo Response
15 37.569739  163.17.77.110 163.17.77.11 TCp dns2go > microsoft-ds [ACK] Seq=107 Ack=107 Win=b4332
16 39 £62949 163 17 77110 110 163.17. 77 255 NENS  Narte query NE Tﬂt 408007<2d>
18 44.904937 ; 163.17. 77 110 ICMP Echo (ping) request
19 44905085 163.17.77.110 163.17.77.11 ICMP  Echo (ping) reply
20 45,904507  163.17.77.11 163.17.77.110 ICNP Echo (ping) request
21 46904441 163.17.77.11 163.17.77.110 ICMP  Echo (ping) request
22 46.904671  163.17.77.110 163.17.77.11 ICWP  Echo (ping) reply
23 47.904379  163.17.77.11 163.17.77.110 ICMP  Echo (ping) reguest
2471.504758  163.17.77.110 163.17.77.11 SMB Echo Request
25 71.504556  163.17.77.11 163.17.77.110 5ME Echo Response 3
>
g Frame 1 tes ¢ 6
# Radiotap Header VO Length 24
= TEEE 802.11 Data, F]ags. ......F.C

Type/Subtype: Data (0x20)
Frame Control: 0x0208 (Normal)
Duration: 0
Destination address: Broadcast (Ff.ff.ff.ff:ff.ff)
BSS Td: D-Link Pc:21:56] (00:17:9af0c:21:58)
Source address: D-Link_2c:21:56 (00:17:92:72c:21:56)
Fragment number: 0
Sequence number: 1599
® Frame check sequence: (0x55bh4af00 [correct]

<

] 3.2.12 Infrastructure -3¢ 3¢ #E~ %% -PC 7 %%
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3.2.2 NB & Z_f-3"
H AR R ,?i\b "TCP/IP p % | B Ex » #- Notebook(NB ¥
22 A ® M) IP gk o 2K % 82 D-Link(AP) 4=k P 4B e e L 0 4o T

NB %277 "% — IP =kt 2% % & : 163.17.77.11
e fe g ¥ 2% 1 255.255.255.0

TP M E % ¢ 163.17.77.254

1§ * DNS @R ¥ : 163.17.64.30

Internet Protocol (TCPAPY HE

MR IR 1E,SIRThEE + ] LIRTiR EEERET [P 220E - &
Bl » iR e Ml AAEHE S IERERY [P 320F -
() BIEhETiE IF {uhbio)
OF L1 Wil DR P R
IP {3 - | 163,17 . 77 .11 |
FHEEESZ 1) | 255.255.255. 0 |
TRERRIE D | 163,17 . 77 . 254 |

© {EF FFIAR DN {SARERIUEY:
18R DI {SIARERE): | 163. 17 . 64 . 30 |

Efh DN {SARSR (L) | ]

SEES V).

[ ®= | ®& |

B] 3.2.12 Infrastructure -3¢ IP =43k 2 -NB ¥ 4| 7 "%
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[ ] BEshithELR 2 3B AR _E D FizM)
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3.4 % & PC T %5t % % SSID %4 0 BHE 3% %4 DLINKTEST(f #) »
Mg Wmdowiw{”‘f EE AR e ER K T B (T 40 é%%‘-r«r\il_’ézr’fl%l

|~

4 ERPEEE AT
—p | EARER | gRe

1B Windows FESRTE A B SRTE

o] F A4 1

SEERZR R AR - R R PEREREHE
ZHAREN © S5iE T ekl -

[ i A A |

18 FH AR (-
B EhHEE S LT 7 HIEFaT ] R L

ADLINKTEST (2ah)

A 5998 (2E&h) RO
[(FEwW. | [ BBREe | [ ATO |
SEIE T P ERAS AT -
[ ®= | ®EmE |

Bl 3.2.14 Infrastructure -3¢ © K = SSID ¢ #:
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48> PRARRE > B RPRIROF T L R EEE TRART F D
AR BEART &0 ’s’if'fgl ° BARE =7 ?i-&a EATHER R GE 2

F 4w 2k 2 SSID
T

GRE 115

HRTE
o EFEREEEE

B el O
TR

HRM I {F
B TRERRASR

e HEEIEREIEF

G BEEREETE

% # (DLINKTEST) 3R éa {5 BhiE DLINKTEST

s b — R MR
HE P B oA — (BT B B OB ARG = A i S ()

DLINETEST

BT R0 Hﬂ'ﬁu

HIT

(iﬁ})
T3 MBS anill]
( ( }) dlinkl0
ﬂ 3 MRS aillll
% adhoc
3)
3 M R RS anill

B 3.2.15 Infrastructure ;¢ TE s ppdm | AT
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SIECAPSES S T B R a2 -lzr.—):"‘t{

e * ﬁ@@ﬁﬁ’% ipconfig iy 4 f‘tﬁ—‘r a1 5
£

>

P

]
m:@

ping 163.17.77.1 —(4 3t 2% % AP chIP =4k » 4%
ping 192.168.0.22 —(¥ - = PC %

d M4EF ping el 78 %7
Fil

Iie * BAEF ping fhdp

Tﬂﬂ

!

con CAWINDO WS system 32 wemd _exe

Microsoft Windows XP L[f 2
CC» Copyright 19852881 Microsoft Corp.

G- ~Documents and Settings*wuser>ipconfig

Windows IP Configuration

Ethernet adapter ﬁ%

Connection—specific DNS Suffix

| NB 435 4] 7 54 ) s

PC T

IP Address. . . . . o 163 .17.77.11

Subnet Mask . . . - 255 .255.255.8a
Default Gateway . - 16317 .77.254

C:wDocuments and Settings*user>ping 163 .17.77.1
Pinging 163 .17 .Y7.1 with 32 bytes of data:

from 163 17.77.1: bytes=32 time=3Ims

from 163 . 17.77.1: bytes=32 time<im=s

from 163 .17.77.1: bytes=32 timedims

from 163 .17.77.1: bytes=32 time<lims

Ping statistics for 163.17.77.1:

Packets: Sent = 4. Received = 4. Lost = B (@ loss).

Approximate r»ound trip times in milli-—seconds:
Minimum = HBmsz,. Maximum = 3ms. Average = Bms

C:wDocuments and Settings*user?ping 163 .17.77.118

Pinging 1632.17.Y7.118 with 32 bytes of data:c

from 163 _17.77.118: bytes=32 time<imsz TTL=128
from 163 .17.77.118: bytes=32 time<ims TTL=128
from 163 .17.77.118: bytes=32 time<ims TTL=128
from 163 .17.77.118: bytes=32 time<ims TTL=128

Ping statistics for 163_17_.77_118:

Packet=: Sent = 4., HRHeceived = 4, Lost = B <{B@x lossD>.

Approximate round trip times in milli-—seconds:
Minimum = Bms,. Maximum = Bms. Average = Bms

G- ~Documents and Settings“wuaser>

B 3.2.16 Infrastructure #-;¢ & 4 H{ T4 % -NB 4
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TAE N RO E LS W e B2 PCRMGAIP il > S FHOR
P\.r?}%ﬁl,—&r—r

NB 4 24| 7 % — 4% : 163.17.77.110 —(PC 7 4 IP #-4t)

b EpIEe K = O)X
BEF HBE BR0 BOSEW IO HBED &
QOt=-Q ‘,OHEE [ anmw | [

RBILD [ 2w s - BN v B %
1R HE & L ST

FA

ErsSke—cEk

BEREE (N
1163.17.77.110

TR,
L EEEER HEEERE
L S
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@) 3.2.17 Infrastructure #-5% 3% % % -NB 5 24| 7 "%
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8.i& » WireShark #f # #f2~#c 48 > 4% + USB 7] 3% eh¢h &3¢ =+ AirPacp
B2LiE b 2 Capture— B kx Interfaces AR % F & » 2 # AirPcap =+ 4 5 ¢
Options &4 4 (T4 & BR K T o

"7 Wireshark: Capinre Options |Z| |E| E|
Capture
Interface: |Ai.rPcap 5B wireless capture adapter . 00: ¥ \adrpeap0 |E]

IF address: unknown

‘ Buffersize:[| |3 megsbyk) |Winless Settings
[] Capture packets in promdscuons mode!
[[] Limit each packet to I:I btes
Caphure Filter: | [ether host 00:1 B.SE:3BEE:13 | [~]

Capture File () Digplay Options

Fie: | | [Browse. | Tpdate list of packets in real time
[] Use multiple files

Lintormatic serolling in live capture

Hide captore fnfo dislog

Name Feslution

Enable MAC name resolution

Stop Capture ..

[ .. after | | [] Enable network name resolution
] ... after | |

] ... after | | Enahle transpoot name resolution

= (=

B 3.2.18 Infrastructure -3¢ #F ¢ P~ i p-NB £ 23] 7 %%
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St SRS MIF R MG LF I g p e e Rt
AR Infoff e L g ¢ o TE ST ko AT X Eandte Fag ¢ o
¥ 5 IEEE80211 chE R % 5 ¢ - 5 2 NB £33 § *a&r AP(D-Link) -
PC 7 %3 A% P16 4 e T4 o

1 kirPcap SH wireless capture adapter nr. 00: Capturing - Wireshark
File Edit View Go Cophme Auslyee Statistics Help

BWeeN o@xvE RevoFt EE QAN §0E % B
Filter:l v Ewpression.. Clear Apply
No. . Time Source Destination Protocol Info
1 0.000000 163,17, 77.110 163.17.77.11 TP Echa (ping) reply
2 1.001078 163.17.77.110 163.17.77.11 ICHMP Echo (ping) reply
3 2.002840 163.17.77.110 163.17.77.11 ICMP Echo (ping) reply
4 3003578 163.17.77.110 163.17.77.11 ICMP Echo (ping) reply
5 5.176095  AskeyCom_3b:eb:13 Broadcast IEEE 802 Probe Request,SN=3391,FN=0, SSID: "DLIMKTEST"
6 5.176718  AskeyCom_3hb: eb 13 Broadcast IEEE 802 Probe Request,SnN=3392,FN=0, SSID: Broadcast —
7 5.1 2 3 A _3h e R i olF BI= ID: D
5.179235 _2cill: AskeyCom_sh:eh: IEEE 802 Probe Response, SH= 309 Fh=0,EBI 100 5510: “DLINKTEST
B 5.180472 D-Link_ca:él:7f AskeyCom_3b:eh:13 IEEE 802 Probe Response, SH= 1105 Fi= 0 BI= 100 S5ID: "HIT"
10 6.183507 D-Link_2¢:21:56 AskeyCom_3b:eh:13 IEEE 802 Probe RESpDnSE,SN=323,FN=O,EI=100, SSID: "DLINKTEST"
11 6.184481 D-Link_2¢:21:56 AskeyCom_3b:eb:13 IEEE 802 Probe Response, SN=324,FN=(, BI=100, SSID: "DLINKTEST"
12 6.185343 D-Link_ca:al;7f AskeyCom_3b:eb:13 IEEE 802 Probe Response, SN=11186,FN=0,BI=100, SSID: "HIT"
13 6.186343 D-Link_ca:el:7f AskeyCom_3b:eb:13 IEEE 802 Probe Response, SN=1116,FN=0,BI=100, SSID: "HIT"
14 B.4H6480 163.17.77.110 163.17.77.11 SME Echo Reguest
15 86?3895 163.1?.??:;10| ) 163.]1?.??.11 TCR ) 122?’ > m"lcmsuft—gis__l_:ACK]_Seq=53 A§k=53 w"m=§53?6 Le ¢

| b

® Frame 7 (134 bytes on wire, 134 bytes captured)
l Radiotap Header w0, Length 24

Type/Subtype: Probe Response (0x05)
# Frame Control: 0x0050 (normal)

buration: 0
bestination address: AskeyCom |§b:eb:13 (Oo:lb:gehb:eb:lij1
source address: D-Link J7ci21: 58] (00:17:5aFcioL:5q) Eg_
B55 Id: D-Link_2c:21:56 (00:17:9a:2C:21:56)
Fragment number: O
Seguence number: 308
[ Frame check sequence: 0x01352af0 [correct]
@ IEEE B0Z.11 wireless LAN management frame

0010 01 30 2a fO A
loEjomen 13 00 17 0 15 3 5 ae -
0030 00 00 00 00 64 00 21 00 00 09 44 4c SC5enn Dol

0040 49 4e 4b 54 45 53 54 01 04 82 84 8b 96 03 01 06 INKTEST ........ 0
0050 2a 01 02 32 08 Oc 12 18 24 30 48 60 6c dd 18 00 ¥..Z.... $O0H'1...

| <

[aTaT=¥a} Lo £ a7 A1 Al an an Ao F= I L I o1 N Y B e Ta B TA N | mn A ' LS

LitPreap URB wireless capture adapter nr. 00: <live capture fn progresss File: CDOCUME-zelLOC P36 D 300

B] 3.2.19 Infrastructure 3% 341¢ #HE 2 %-NB £ 73| 7 %
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3.3 Infrastructure #c%-i%:8 "2 5 | AP 3 i@

3.31 TPCl ¢ %5« —D-Link I(AP)«——NB1 %3] § % | a4k 2

. PC1E

ﬂ IP: 1631777110

L PC

~»ﬂ IP: 1631777 31 _
L GE
fj

NB 2 30 AU 7 i
IP:163.17.77.22

SSID: DLINK2 I /

IP:16317.77.2 S

AP 7rHUES
$81D: DLINK1_
IP:16317.77.1

Infrastructure #E4gHE S (AP* 25)

lig » PCL R e ® @ AP F - 8E TTCP/IP P 7 4 B k&
D-Link1(AP) 4=k @ 4p I e focn [P il > 4o

PCl & "7 IP i ht

Internet Protocol (TCP/IP) AIZE

AN RS SRS THINEE « Snal LIRS EEEIRRY IP 2 - SH
Tt ER IR At S S 1EREY IP &0 -

) EEhEYE IP k)

@BER TRy TP RGN

IP fizhk(D: L1683 17 77 110 |
FHERHEZ W) | 255 .255.255. 0 |
TERRRIE @ | 163 .17 . 77 . 254 |

© HFITF8T DNS BRI E:
BRI DS fAIBRARE): | 163 . 17 . 64 . 30 |

H ity DNS {AIRRZEAN: | ]

ERED

e | me

] 3.3.1 Infrastructure (AP«2) 7% # K T PCL T *&a IP ab
56



2.8~ IEFTE ér_:ﬂ}&iauljﬁi%] »~ 192.168.0.1(3g %) B ke | i& » D-Link

RKETH e o B2

4o

e LAN 4532 > & IPAddress #§ 3k Z_AP 4p IF s £ >

D-Link AP el 4 £ 3% % — [P Address : 163.17.77.1 —(4dr~F % ¥ s

£57 1)

DLink

Building Networks for People

Wizard

-

Wireless

AN

LAN

DHCP

a4

v/, ‘-““IEEVQI': i :g

High-Speed 2.4GHz Wireless Router

Home Advanced Tools' Status Hel-

LAN Settings

The IP address of the DI-634M.
IP Address : T

Subnet Mask : |255 255.255.0 ]

Local Domain Name : | |(optional)

RIP (Routing Information Protocol)
RIP: () Enabled @ Disabled
RIP Operating mode : V1 V2Broadcast * V2 Multicast
Router Metric : :I
Act as default router : Enabled  Disabled

Allow RIP updates from WAN : Enabled * Disabled

RIP Password : (leave blank for no password)
VerifyRIPPassword: [ (eave blank for no password)

IGMP (Internet Group Management Protocol)

IGMP: & Enabled O Disabled
DNS Relay

DNSRelay: () Enabled O Disabled

Owe

Apply Cancel Help

@l 3.3.2 Infrastructure (AP+2) 7% #= AP =4tk 2 & (IP Address)
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3.k T F o BhiE = 7 o Wireless #4= > i& 17 SSID %@f*ﬁﬂéﬁ;ﬂi%]» » 4T

% #_D-Link e9SSID 5 DLINK1(4v~% & ® cdcF 7 1)

D-Link IrPIUSYGAEVE G,

Building Networks for People 7‘
I High-Speed 2.4GHz Wireless Router

TS Advanced  Tools Status _ Helg

Wireless Settings

These are the wireless settings for the AP(Access Point) Portion.
Wizard

.
=

Wireless Radio: &) on () off

l Wireless I S ®1ﬁ
Channel: - Auto Channel Select
WAN Super G™ Mode : |SuperGwith Dynamic Turbo |
Transmission Rate : (Mbitis)
802.11g Only Mode: () Enabled ® Disabled
SSID Broadcast: () Enabled O Disabled

Security Mode: &) None © WEP O WPA-EAP O WPA-PSK

Apply Cancel Help

®] 3.3.3 Infrastructure (AP-2) 7 # SSID 3 #_F
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4,53k T F o B 2 2 v WAN #4= > £ 28 Clone Your PC’s MAC Address
Fede > ML ATPCL T igenie+ pt(o~F o ¥ HFHET 1)

AIEBIUSX7=ENE L

Building Networks for People 7‘
EOGEI High-Speed 2.4GHz Wireless Router

Home Advanced Too'ls ; Status Help

WAN Settings
Please selectthe appropriate option to connect to your ISP.

& Dynamic IP Address Choose this option to obtain an IP address automatically from

your ISP. (For most Cable modem users)

Wireless ) Static IP Address Choose this option to set static IP information provided to you
by your ISP.
Choose this option if your ISP uses PPPoE. (For most DSL
| WAN l O PPPoE i ption ify (

O Others PPTP. L2TP and BigPond Cable
O PPTP (for Europe use only)

O L2TP (for specific ISPs use only)

O BigPond Cable  (for Australia use only)

Dynamic IP Address

Host Name : L \

Use Unicasting : (compatibility for some DHCP Servers)

—y
MAC Address : [1hp:16:17:37.24:98)| “

(optional) Clone Your PC's MAC Address

Primary DNS Server: (000 |

Secondary DNS Server : |0.0_0.0 ’(Optional)

Lk Drop Deksy= {420 (seconds, O=immediate)
MTU: 14500 MTU default = 1500

OVwe

Apply Cancel Help

] 3.3.4 Infrastructure (AP-2) 7¢ 1§ 4+ =4t { A7 T
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5.t3% ¥ % & B-i¥ = 47 DHCP 444 > i& {7 DHCP IP Address Range 1§ ¢
43k ©(163.17.77.10 — 163.17.77.223) » 4

A BIUSX7=EVE L]

[CIGE High-Speed 2.4GHz Wireless Router

Home Advanced Too'ls ; Status Help

WAN Settings

® Dynamic IP Address

Wireless O static IP Address
I WAN | O PPPOE
O Others
O pPTP
DHCP O L2TP

O BigPond Cable
Dynamic IP Address

MAC Address

Host Name :

Use Unicasting :

Please selectthe appropriate option to connect to your ISP.

Choose this option to obtain an IP address automatically from
your ISP. (For most Cable modem users)

Choose this option to set static IP information provided to you
by your ISP.

Choose this option if your ISP uses PPPoE. (For most DSL
users)

PPTP, L2TP and BigPond Cable
(for Europe use only)
(for specific ISPs use only)

(for Australia use only)

| |

(compatibility for some DHCP Servers)

Primary DNS Server

Secondary DNS Server

Link Diup Delay

MTU:

—
: bo:16:17:87:24.98| ‘]I

(optional) f...&, Clone Your PC's MAC Address 3 1

* [0.0.0.0 ]

* [0.0.0.0 | (optional)
* 120 (seconds, O=immediate)
1500 MTU default = 1500

OVe

Apply Cancel Help

] 3.3.5 Infrastructure (AP-2) ¢ 4§ 1P =4t §= Bl 2
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6.it » k& 1 IFA B —REF T B omd 4 Bk L T E G
i % W4T ipconfig chiy £ AT ML PCLE %3k Ren IP mnqp b3 4
(bo~F 5 ¢ ehfeF 7 1) £ ¥ BT ping sdy £ Rl PCL § %82
DLINKL(AP)£_% 7 il (4v~% & ¥ e 77 2) -

¢t CAWINDOWS\system32\cmd.exe

C:\Documents and Settings

Windows [P Configuration

=

et I

Defainlk Catow

C:\Documents and Setting:

‘]_.‘ i bor )
i i

Pinging 163.17.77.

y from
from
fr om

v from

®] 3.3.6 Infrastructure (AP<2) 7 H @ 4 #om AL & 3% i7-PCL T *&
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[us

7.3~ NB1 £32 3| € foehm MR g smp 7

s

» 8.3 TTCP/IP p 3 | B k&

%27 D-LinKL(AP) e 31 ¥ 40 b 4 £ P (kb 38 7 3R] 2% » 4o F

NB1 1P

Intemet Protocol {TCPAP) AE

WA ITRIREE I8 S TR EE » 0T LIETIR B EiiEiRay [P 220 - T
R » MR A [ IERERY [P 220F -
O E@hHETiS IP fuhb(0)
CHERT FIRY TP i i
IP {srhik (- | 163. 17 . 77 . 11 |
FREEEZ W | 255.355.3255. 0 |
s AE T | 183 . 17 . 77 . 254 |
@ {EF T FIRI DNS (ARSI AL E):
t&F DN {EARER E): | 163,17 . 64 . 30 |
Hith DN (RS 4. | |
SERS ...
[ ®e || HEud |

®] 3.3.7 Infrastructure (AP-2) % 1 X
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Rl BEORT RS 40T Bl LT 20 BREEATEIL R FE > B FLS
* L SSID &4 (DLINKL) JisR a8 (5 - § @Rl p 638 5] DLINKL -

(23] 4 0G0 b 451 |E|
—r ST —

o EFEREREE T A E Pa—ETE BAsER 2 B R0 E AR SRR H i A (WD

DLIRK1

< BiEsE BN EEy
TE AT

HHEf T
A TEERRAE AR

e BEEIRENIRRF

((@)) PLINETEST Fib ¢

G EEERLEETE ﬁ B MRS anlll)
(l' ﬂ}) HIT

PSS alll

PSS ondll

PERERD)

® 3.3.8 Infrastructure (AP-2) 7 " @ s it | LT -NBL £33 T %
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08 x & 1 ¥ B A SRFOAT > fy» ocmd dp £ B o £ HTRH G
i * R AET |pC0nf|g FT‘L‘}’F fr 24 NB1 ‘:UJJIJ'-‘B RES 'T;/L: % 1 P /_‘:'.ij_"_('fir'
~Z % ¥ #EcF T 1) v * B4t ping chdn £ RIGE NBL 23 7 548

DLINK1 :2 & PC1 7 "R v 3 ﬁ 4oF

-

$14 1 ping 163.17.77.1 — 2k 3k % DLINKL(AP)h IP i1k (4o~ 7 2)

ping 192.168.0.110 —» ¥ — 5 PCL § *5:h IP =t (do~#cF &7 3)

d B 4EF ping cripiR % % ¥ Ao NBL £ 324§ #5081 3% i DLINKL i 3 PC1
B EST o

BOE
Microsoft UWindows XP [# - 5.1.260881

(C> Copyright 1985-28H81 Microsoft Corp.
C:\Documents and Settings“user>ipconfig

Windows IP Configuration

Ethernet adapter

Connection—specific DNS Suffix =
IP Address. . . . . . 163 17.277.11
Subnet Mask . . . = | 255 .255 255 .09
Default Gateway . . 163.17.77.254

C:\Documents and Settings“user>ping 163.17.77.1
Pinging 163.17.77.1 with 32 bytes of data:

from 163.17.77.1: time=2ms
from 163.17.77.1: time<lims
from 163.17.77.1: bytes=32 time<lims
from 163.17.77.1: bytes=32 time<lims

Ping statistics for 163.17.77.1:
Packets: Sent = 4, Received = 4, Lost = 8 (B« loss).

Approximate r»ound trip times in milli-—seconds:
Minimum = Bms, Maximum = 2ms, Average = Bms

C:\Documents and Settings“user>ping 163.17.77.1180
Pinging 163.17.77.118 with 32 bytes of data:

from 163.17.77.118: bytes=32 time<ims TTL=128
from 163.17.77.118: bytes=32 time<ims TTL=128
from 163.17.77.118: bytes=32 time<ims TTL=128
from 163.17.77.118: bytes=32 time<ims TTL=128

Ping statistics for 163.17.77.110:

Packets: Sent = 4. Received = 4, Lost = 8 <(Bx loss>.
Approximate r»ound trip times in milli—seconds:

Minimum = Bms, Maximum = Bms, Average = Bms

C:\Documents and Settings“user>
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332 TPC2 % *s«——D-Link 2(AP)——NB2
R &k chieE > % E

1ie ~ PC2 % "sch% Bl ) 3

E¥y- )

L3t R K L

7* )

TTCPIP ) % | B fo o 3% %

D-Link2(AP) e =t ¢ Ap fe e IP 24k > 40T

PC2 7 "qen IP 4t

Internet Protocol (TCP/IP) PIE

—fh |
DOFRTAIERS i S HINAE » 0 LIS B EEIRAYT [P 52E - BHI
TR A HUEE SRR [P BYE ©
O BEEE P (k@)
@FEH FHIRY 1P kG
IP (i hk(: 163 .17 .77 .81 |
TIERSESZAD: | 255,255 .25 . 0 |
BEERED): | 163,17 .77 254 |
© EEFTTFIRYT DNS RIBRERTARED:
18F DNS {RIBRRRE): 163 .17 . 64 . 30 |
HAth DNS AR A): | |
HERE ()
e [ wA ]

@] 3.3.10 Infrastructure (AP-2) 7 H %
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28~ IEfIT R é_.?#ii%]ﬁ%] » 192.168.0.1(Fp %) B kx| i » D-Link %
T H o 0 ZE = 3 e LAN f532 0 & IPAddress #f i+ 3% T AP 4p b e £ 0 4o

s

DLINK2 %% 7. — IP Address : 163.17.77.2 —»(4r~F o ¥ e F #57 1)

DLink

» ) V" 3 4 -
Building Networks for People 7‘ u - v

IR High-Speed 2.4GHz Wireless Router

Advanced  Tools Status

Home Help

LAN Settings

The IP address of the DI-634M.

e IP Address :

Wireless Default Subnet Mask : ‘255.255.255.0 ‘

]

Local Domain Name : | | (optional)

WAN
DNS Relay

DNSRelay: @) Enabled O Disabled

:

OVeo

e Apply Cancel Help

Language

®] 3.3.11 Infrastructure (AP-2) % # AP =3tk <} & (IP Address)
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3.4k T F o BhiE = 2 v Wireless #4= > i {7 SSID %&Ef:«_ﬁvﬁﬁ;ﬁ% N

s

% %_D-Link 7 SSID 5 DLINK2(4c~% & ¢ criied 7 1)

D-Link | 4 =
| = VA
Building Networks for People MM@

High-Speed 2.4GHz Wireless Router

Home LNl Too'ls Status Hel

Wireless Settings
These are the wireless settings for the AP(Access Point) Portion.

Wireless Radio: (3) on () 0
oG

Channel: - Auto Channel Select

Wizard

=
T

Wireless

WAN Super G™ Mode : |SuperGwith Dynamic Turbo VI
TransmissionRate: | Auto + i
N [Auto ] (ubits)
802.11gOnly Mode:: () Enapled @) Disabled
DHCP SSID Broadcast: (3) Enabled () Disabled

Security Mode:  3) None © WEP O WPA-EAP O WPA-PSK

Language o 0 o
Apply Cancel Help

i8] 3.3.12 Infrastructure (AP.2) % f; SSID % Z_F w
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A > 5 1 (F7 B4 o [T T ,ﬁ%])\ cmd#F, Becht Bmrde o
i % B 4% ipconfig miﬁ Baor 4L PC2 7 %03 TP akAp 2 4, (4o
~H 5 ¢ PlcF AR 1) 0 I ¥ BAEF ping iy £ 1 ] PC2 ‘s;;,ﬁjf,év g
F1:d + DLINK2(AP) (4v~% & ¥ ehfics &7 2)

e C: \WINDOWS\systemBZ\cmd exe

C:\Documents and Settings\teacher>ipconfig

Windows I[P Configuration

Ethernet adapter [ERIE(:EH:

C:\Documents and Settings)
Pinging 163.17.77.2 with 32
y frDm s o)} F s [TL=64

ns TTL=64
= TTL:@4

Mlnlmum = Um_, H&“lmum = Oms, A

C:\Documents and Settings\teacher>

®] 3.3.13 Infrastructure (AP-2) 7% H & AT 3 1T-PC2 7 %
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5.8 » NB2 £ 33| § "orhg MpRERPN F o

T 27 D-Link2(AP) 4 b @ 4p Ie e e P i nb i

NB2 1 IP X <

Intermet Protocol {TCPAPY AE

2Lig T TCP/IP p
TRl AT

IR TRl IS TRThEE » A0 T LIS e EhiBiReY IF S97E - T
R » ¥p iR EaRAEiE A ErE S IETERY 1P E70E -
O E1ghHErig 1P {0
G JERT ¥R TP RIS
IF {erdik Iy | 163,17 . 77 . 22 |
FHEEZ W) | 255.255.255. 0 |
HERREE D | 163,17 . 77 . 254 |
(& {EFA T TR DN {EMRSR (it B
{BF DN3 {58688 E): | 163. 17 . 64 . 30 |
it DNS (31R88 (4): | |
SRRSO
[ w&e | [ mA |
] 3.3.14 Infrastructure (AP-2) % ; 2% T_NB2 ¥ =] 7 %%
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6.8 N PRRMAULE 0 AERPERARTBT P RLELE T RAAT T hE R
PR BERTES o AoT Bl BT = BREEATHERRRGE > ¢ (R
v 3T e DLINK2(SSID) » 1 p #3842

(i) M R S X
A EFIEREE TR I S i — (A8 B R A E A R S AR S SR ()

DLINEZ2

2 BiEFE RO EER
TR

B2 3 AR RS

L1
4y THEREIBER

v BEEHRERIRRF @) DLINKTESTZ Fib ¢
g WEEREET i B3 AR ailll
ﬂi}) DLINK1 Fah ¢

B2 MR a0t

(« i}) HIT ¥ J¢

B2 AR aall]

PEERD)

®l 3.3.15 Infrastructure (AP-2) 78 = " m S g 5 ) AL % - NB2 £33 7 %
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TEr fm 1 IEA B A SRFDIRG i cmddp £ REA LR E G R
* B4 ipconfig z’ﬁa‘ﬁ £ A 3B NB2 X 33l T R U IP g (ke h
B¢ chfcF dRon 1) T BAEF ping chdp £ A AT PC2 T

DLINK2(AP)#%:& 7 > 4o

ip £ ° ping 163.17.77.2 —fexk + K T DLINK2(AP):h IP f=at (4~ F 77 2)
ping 192.168.0.81 — ¥ —  PC2 § %31 IP =yt (4~ F &7 3)

d B4 F ping =7iRl:F 0 NB2 7 1% i DLINK2 i 3% 3 PC2 7 %4

BEE|

Microsoft Windows XP [fF7S 5.1.260081
(C> Copyright 1985-2001 crosoft Corp.

C:\Documents and Settings“Administrator>ipconfig

Windows IP Configuration

Ethernet adapter ﬁ%

Connection—specific DNS Suffix

IP Address. . . . . . . | 163 2
Subnet Mask . . . . . . | 255. .0
Default Gateway . . . . 163.17.77.254 ‘

C:\Documents and Settings“\Administrator>ping 163.17.77.2
Pinging 163.17.77.2 with 32 bytes of data:

from 163.17.77.2: bytes=32 time=4Ums TTL=64
from 163.17.77.2: bytes=32 time=6bms TTL=64
from 163.17.77.2: bytes=32 time=3ms TTL=64
from 163.17.77.2: bytes=32 time=5ms TTL=64

Ping statistics for 163.17.77.2:

Packets: Sent = 4. Received = 4. Lost = 8 (Bx loss).
Approximate r»round trip times in milli—seconds:

Minimum = 3ms,. Maximum = 4Ums,. Average = 13ms

C:\Documents and Settings“\Administrator>ping 163.17.77.81

Pinging 163.17.77.81 with 32 bytes of data:

from 163.17.77.81: bytes=32 time=5ms TTL=128
from 163.17.77.81: bytes=32 time<ims TTL=128
from 163.17.77.81: bytes=32 time<ims TTL=128
from 163.17.77.81: bytes=32 time<ims TTL=128

Ping statistics for 163.17.77.81:

Packets: Sent = 4. Received = 4. Lost = 8 (Bx loss).
Approximate r»round trip times in milli—seconds:

Minimum = Bms, Maximum = S5ms, Average = 1ms

B 3.3.16 Infrastructure (AP-2) % = & 4 4% 77 AL4k (F- NB2 £ 323 T %%
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3.3.3 %A 5 D-LiNKAP i 523K 2
(#flid + 13 » %385 5 AP(SSID=DLINKI 4~ DLINK2)3 it
#)
138 % PCLT 5% & IP it (4o~ 6 ¥ chdez 7 1) 2 ping & - &
DLINK(AP)ch1i= 4t (4r~% & ¥ ehiicF 7 2DLINK] chizhi~ & & ¢ chiic

F %57 3—>DLINK2 ehizyl) o

PC1 pl3#

C:M\Documents and Settin

Windows IP Configuration

from
from

imum =

C:M\DJocuments and

Pinging
v from
from
from
s Trom

\

@] 3.3.17 Infrastructure (AP-2) 7 # # % #& 1 AL ¥ -PCL & "wikl3# AP
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B - SR AIP = gR 7RG E T
Kenws i oH ¢ NBIL i‘?‘:j‘; T % h IP - nk §_163.17.77.11(4c~% & ¢
¥ F %7 1) NB2 & &7 J s IP =ak £ 163.17.77.22(Hc~% & ¥
e F &7 2)'PC2 7 %o IP =4 §_163.17.77.81(4c~% & ¢ crlicF 1 3)o

BB
=

ocuments and Settings\teacher>ping

238 % PCL 7% 12 ping
J

>pPing

s of data:

Minimum = Oms, Maximum = -

®] 3.3.18 Infrastructure (AP-2) 7% £ & % #& 7 4L % -PCL & %4
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3.4 PCL ¢ *seharp—ady £ o 546 DLINKL(#3F 57 1)+ DLINK2(#c3
7 2)7 40 NB1 % 254] 7 %6 (B3 7 3)'NB2 £ 267 T 6 (k2 &7 4)
PC2 7 " (dc %77 5)i& (7 #1 o

i CAWINDOWS\system2emd exe

(:\Documents and Satt

® 3.3.19 Infrastructure (AP-2) 2 . & 4 7 AL ¥ -PCL T "% 113 @ K ¥
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4.5 B TS E TG MM AR B BRBDIPT
163.17.77.11 § ¥ 45 & NB1 a4 %) -

™ ESER - S8

B ETF

Sl ):

163.17.77.11

BER BEE BAY BMEEQ TAD REO I3
QL= - Q ERE Y
D) D EEET . B v B EE
x 47 Eh
&?full (163, 1777 11 Mshome
BES R —AE
e,
DEemsres
) B SERERO
£ il | ¥

@l 3.3.20 Infrastructure (AP-2) % t #& & % -PCl %

Pl =k (0] 4
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582 + 5 Fﬁﬁﬁ#’?s Rept P IR H T N B AR @117‘ UG EEy Rz
IP & "% ikt ()4 163.17.77.22 if ¥ 5 & NB2 s %) -

P ESER - K

BED REQ BEY BNES TAD B 00 0
QLfE - Q EHE [y

ELD) D REER TN vV BBE
B ET X 4R ZRR

$ddd (163,17.77.22) Mshome

SESHB— AT
TIEH):
163.17.77.22
RIS

DipELEK LS

#=)
IR =

4 L | b

@] 3.3.21 Infrastructure (AP-2) 7 1 3% % % -PC1 T %a(b)
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6.2 1 G b BT B R hI G HF T ed MBHS Ak ﬁgl)\ &3
IP % %% - hbk (b 4e 163.17.77.81 if ¥ 45 & PC2 e %) ©

P ESER S

BER REE BRW BEETW IED IHW a
QL2 -Q ¥ Pu=asx @

D) | D SRR - B v EBE
B=EF X 47 Ehit

.........................................

913177781 Workgroup

.........................................

SESHR ATk
EKEHW!
163.17.77.81
ETRIEE.

DEioEMEs
=)

) SR )

4 1 | ]

@] 3.3.22 Infrastructure (AP-2) 7 1 #% % % -PC1 T *&(c)
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7.3 * ipconfig /fall 45 4 4 4 PCL e+ =t (de~F 6 ¥ Pl &7 1) 0 B
£z WireShark » 8% + & < Capture » 1 i% B~ AirPcap Interfaces it 4t ¢ &k

gk T_o NILBT + T AURE {6 0 BZhiE capture filter: » 3k T PCL e+ i
BHeniZ 2Pt e (do~F o ¥ IF T 2) o

i FHEP~4t ¢ (ipconfig /all % =+ i=yut)

on ... o ( bre it Ethernet

Capture

Interface: | AirPeap USE wireless capture adapter nr. 00z W airpeap00 [

IP address: wnknown \
\ Buffer size: 1 * megabyte(s) |Wireless Jett

[ Capture packets in promiscuous\node

[ Limit each packst to
Capture File(s) Display Options
File: Update list of packets in real t

[ Use multiple files

ether host|Ml

Antomatic scrolling in Live cap

Hide capture info dialog
Name Resolution

Stop Capture .., Enable MAC name resolution

0. after

... after
... after Enable transport name resolut

[l Enable network name resolutic

®] 3.3.23 Infrastructure (AP-2) 7% 1 3f & g P~w i jg-PCL T %
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AR
7

e r

~

I oAy —5%4-

it 3t

] AirPcap USB wireless capture adapter nr. 00: Capturing

ER

™

|4t & “THEB-T ke

2 Pl E 4B~ p enp e p F e IP u (PCL 7

AR T
#%5.(163.17.7722——00 : 1b : 9e : 3e : 6¢C : 64) >
IP e+ 4 %55(163.17.77.110——00 : 16 : 17 : 87 : 2a : 9b)

'—'I ;J-

AR -2

arp —a %J

- Wireshark

NE AT 1A kR IP iz n (NB2
*a) °

£

T,

PR
Fo T g aikor la Rl E A KR IP ke
@ &7 2b B

=z
N

12 %)

%

958156

.22 163.17.77.

=
Negotiate ProtocoW Request

File Edit View Go Capture Analyze Statistics Help

BEdae BEETE A+ T LIEE QA @EMWX|H

Filter:l ‘ ~ Expression... Clear Apply

No, - Time Source Destination Protocal Info
1 0.000000 163.17.77.11 163.17.77.110 ICMP Echo (ping) reply
2 4.700842 163.17.77.11 163.17.77.110 ICMP Echo (ping) reply
3 5.170591 163.17.77.11 163.17.77.110 ICMP Echo (ping) request
4 5.698001 163.17.77.11 163.17.77.110 ICMP Echo (ping) reply
5 6.175258 163.17.77.11 163.17.77.110 ICMP Echo (ping) request
A A.637551 163.17.77.11 163.17.77.110 TCMP Fcho (ping) reply
7 7.1243869 163.17.77.11 163.17.77.110 ICMP Echo (ping) request
8 7.697480 163.17.77.11 163.17.77.110 ICMP Echo (ping) reply
9 45.411366  163.17.77.22 163.17.77.110 ICMP Echa (ping) reply
10 46.069550 163.17.77.22 163.17.77.110 ICMP Echa (ping) reply
11 56.369568 163.17.77.22 163.17.77.110 ICMP Echo (ping) request
12 57.370493  163.17.77.22 163.17.77.110 ICMP Echo (ping) request
13 58.370424 163.17.77.22 163.17.77.110 ICMP Echo (ping) request

. 14 58.371040 163.17.77.110 163.17.77.22 ICMP Echa (ping) reply
15 59.370486 163.17.77.22 163.17.77.110 ICMP Echo (ping) regquest
16 99.903634 163.17.77.22 163.17.77.110 TCP netmag1c > microsoft- ds [SYN] Seq=0 Win= 65535 Len=0 M

. 903757 163, 163. .110 TCP

Aske
DesLindlion address:

source address:

Fragment number: O

Sequence number: 62
Frame check seqguence:

Logical-Link Contral

0x5f72fdca [correct]

Ms i [B7 24 9 (00:16: 17187 2d:9 zb

19 99. 163.17.77 110 SMB
2099.961074  163.17.77.22 163.17.77.110 SMB Session Setup Andx Request, NTLMSSP_NEGOTTATE
21 99.962421 163.17.77.22 163.17.77.110 SMB Session Setup Andx Request, NTLMSSP_AUTH, User: FYA
272 99.4968936 163.17.77.22 163.17.77.110 SMB Session Setup AndxX Request, NTLMSSP_NEGOTIATE v
|
® Frame 18 (100 bytes on wire, 100 bytes captured)
Radiotap Header w0, Length 24
= TEEE B0Z?.11 Data, Flags: ....... TC
Type/Subtype: Data (0x20)
® Frame Control: 0x0108 (Normal)
Duration: 44
BSS Id: D-Link_d6:ab:3b (00:15: 99 dé:ab:3b)

® Internet Protocol, Src: 163.17.77.22 (163.17.77.22), Dst: 163.17.77.110 (163.17.77.110)
® Transmission Control Protocol, Src Port: netmagic (1196), Dst Port: microsoft-ds (445), Seq: 1, Ack: 1, Len: O
0000 00 00 18 00 ee 58 00 00 10 6cC 85 09 cO 00 ce 9cC
0010 59 00 00 32 5F 72 fd ca 08 01 2c 00 00 15 e9 dé
0020 ab 3b 00 1b 9e 3e 6C 64 00 16 17 87 2a 9h 0 03 B
0030 aa aa 03 00 00 00 08 00 43 00 OO 28 Of 0z 40 00 - - v
AirPcap USE wireless capture adapter nr, 00: <live capture in progress= File: C\DOCUME 1\Leacher\LOC Packets: 103 Displayed: 103 Marked: 0
@l
# 3.3.24 Infrastructure (AP-2) 7 = 4t #P~ % - PCl & %
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SeF e iz

4.1 #t# f3247 8548 WireShark /i & 223k i®

4o ow Bl 4.1.1- 8 4.1.2 #ror 0 i~ WireShark 3+ ¢ 352~ 8 f8 > &+ USB
A 3% ek 338 e+ AirPacp 2hiE + * Capture— B £z Interfaces AR % % & >

e

F 3 AirPcap =+ 4 & e Options 54 4 (T3t & Eimk 2o

L BEh

Fil: Edit View Go Captue Analyze Statistics Help
, =

Bweee pBxoaBesoFs EE QD #0E X

Fi]ter:l v Expression.. Clear Apply

T2 Wireshark: Capture Interfaces Q@@

Description P Packets Packetsls

Details

@l Adapter for generic dislup and VEN capture anknois
thpd AirPeap USE wireless capture adapter nr. 00 wilnowr: 305 40
d. Atheros ARSO06EXS Wireless Network Adapter (Microsoft's Packet Scheduler) 192.168.022 ermor  em{Openthe capfumbsils dislog of this interface.

Bl 4.1.1 3¢ $aB~w cufim 2k 2 (1)

1! Wizeshark: Capiure Options

Captire
E}i’fﬁce: |Ai.rPcap TEB wireless capture adapter nr. 00: W \airpeap00 I |E]
IF address: unknown
Link-layer header type: | IEEE 802,11 plus radiotap WLAN header |Bu.ffer size: [ 1 “ mezabyte(s)

[] ‘Capture packets m promiscunous maode:
[] Limit each packet to bortes
Iether host 00:1B:9E 3E:EE: 13 =]

Capture Fﬂ.c\ ) FDisplay Options
Fie: | | [Brows..] Tpdate list of packets in real time
[] Usze multiple files

Automatic ing in li ture
Next file every 1 | megabyte () LR R IO G,
et file ewers 1 e () Hide capture info dislog
Ring buffer with 2 files
- Mame Resolution
Stop capture after 1 file(z)

i G Enable MAC name resolution
[ .. after | 1 | packet(s) [ Enable network name resolution
[ ...after 1 | [ meesbytete)

@ i |1 | e — Enable transport name resolution

= =

B 4.1.2 & fp i 7.(2)
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# % WireShark ¥ L ehp* 38 > &4 " * PR K AR
RAgdte AL T RIS Tl p e F R IR omﬂﬂ*%?fﬁ * B E
TApE P EFNPE DI o m:ﬁdiﬁ“'* AT AR

HRERE " AT AR UL b r?  FE L

B mm K E o
BT HERE: AHARSY EF X i VUEIHFARBEFLEELY

e
EL o

13 06 H E © (4B 4.1.3 - B 4.1.4)

RE #ﬁ#&\ﬁ/ﬁg hh 2% 1 iE B capture —>options “capture filter”
%&“é 2L “capture filter” ¥ i ReiBip BP—- B 2 F T %3 0 U {
N2 %9 FhHegr*r SBERSE - ¥ Options B 43 $i_o

:-T The Wireshark Network Analyzer

Fle Edit View Go Capre Analwe Sfistics Help

#9273 EE aaaq

v Eupresion... Clear Lpply

'd! Wireshark: Capture Interfaces |:||§|E|
Deseription [P Packets Packetsfs

gl Adapter for generic dislup and VEN captue

191" KirPeap TISE witelss captue adapter o, 00 04 Options |

i Atheros ARSOOAELR Wireless Network Adapter (Micmosoft's Packet Scheduler) 192.168.022 ermor err{ Open the captore detadls dialog of this inderfa

Bl 4.1.3 47 i p 550 -3 108 R B (a)
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't Wireshark- Capture Options

Capture

Interface; ‘P,iIPcap URE wireless capture adapter o, 00: ¥ sadrpeap00

IF address: unknown

[] Capture packets in promissunus mode

[] Limit each packet o I:I btes

Capture Filter:

Capture Fileis)

‘Bu.ffem'ze:|:|$ e gabyteds)

Display Optione

Ri: |

| [Browse. | Updte list of packets in real tone

[] Use mnltipls files

Avtomatic serolling i live captore

Hide captuze info dialog

Stop Caphore ...

[] .. after |

Wame Resolution

Enable MAC name resolution

[] Enable network name resolution

[ .. after |

[ .. after |

Enable transport name resalution

o ][]

Bl 4.1.4 3¢ 6 p 45 - UGB s B (D)

3% % ' ||Protocol||Direction

Host(s)

\alue

Logical Operations

Other expression

B+ - tcp dst

10.1.1.1

80

and

tcp dst 10.2.2.2 3128

Protocol ( +%3% )

¥ st enie: ether, fddi, ip, arp, rarp, decnet, lat, sca, moprc, mopdl, tcp and

udp.

dodk L H Rl AP Bk RIBGRR Y AT R A Rk

Direction ( » & )

¥ ¢ 0@ src, dst, src and dst, src or dst
oS G B Ap P R IR A P e o PIBRILR Y "srcordst” 'S B AEF -
&4 > "host 10.2.2.2" 22 "src or dst host 10.2.2.2" ¥_— 3k & o
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Host(s)

¥ s et net, port, host, portrange.

ok L dp B o R * Chost" M ek o
o] 4e > "src 10.1.1.1" ¥ "src host 10.1.1.1"4p & o

Logical Operations (B {8:& & )

¥ & 0 not, and, or.

E('not") & F BB iR A % o & ("or")fr& ("and™) L F AP R iR A B F
N2 A L L

B 4o o

"not tcp port 3128 and tcp port 23" £ *(not tcp port 3128) and tcp port 23"
e e

"not tcp port 3128 and tcp port 23" £ "not (tcp port 3128 and tcp port 23)"
7 oo

>

tcp dst port 3128

Kot B TCP 3 5 3128 chifé o

ip src host 163.17.77.61

ot KR IP &= nk 5 163.17.77.61 ehgt e o

host 163.17.76.30

Bom B kR IP ¥ a3 163.17.76.30 shit e
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2.5 7 i F

@ G A e 18 TRy BT S ST LY A
i (7 A ReDiB R o B o R v i OB R ‘*‘*’i R N S
BitiE g BIFE R T2 F Qﬁ%%#ﬁ'#‘ﬁ';‘ S

- : : : :

°v Protocol String [|String||Comparison Value Loglqal Othe(
pES 1 2 operator Operations|expression
;'J, ftp ||passive|| ip == 10.2.3.4|  xor icmp.type

Protocol (Té’ﬁﬁ) ;

v orrfe o < g2 OSIHEA % 2 1 7 & <Pk o 2% "Expression..."
Reb it BT L P TR 4&«@ 4.1.5 C B 416 A o

Wt de D IP> TCP > DNS » SSH

“\ ‘1

ppuu

GH¥T R e fr i * fhid 3 T 0 WireShark é_ FRPFIRT £ o
4 B AR AR Y F AT U TEHEEL e A
23

[ e §37 R f”

>,
X

o
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(10 B 131 pcrp - Wirehark
CFle Bt Vv Go Crwe dmlve Suisis Hebp

BEe EEXZEE Aa¢esTFTL RAQnN WEH®% 8

Fiker: | v [Expeession.. | Clear Aply

Mo, - ﬁnm Senrce Destination Pmmnd hb
102 59. 972252 163.1 47 163.17.77.11 )

163.17.77.11
108 60.042464  ef:0r:10:8b:cf:58  AskeyCom_3bieb:13  IEEE 802 QoS Data, SN=464, FN=1d, F]ags—.:...:F
199 60.075187 fe:0f:70:f5:ab:3b AskeyCom_3b:eb:13 LLC IP, N(R) =111, N(S)-’B DSAP Ox6e Group
200 60,109765 D-Link_d6:ab:3b AskeyCom_3b:eb:13 LLC u, func=5NRM; SNAP, OUI 0x390200 (unknc
201 60.122391  163.17.77.1 163.17.77.11 HTTP Continuation or non-HTTP traffic
202 60.123639 163.17.77.1 163.17.77.11 TCP http > jwalkserver [FIN, ACK] Seq=2905
203 60.123678 163.17.77.1 163.17.77.11 TCP http > jwalkserver [FIN, ACK] Seq=2005
204 60.123789 163.17.77.1 163.17.77.11 TCP http > jwalkserver [FIN, ACK] Seg=2905
205 60.123869 163.17.77.1 163.17.77.11 TCP http > jwalkserver [FIN, ACK] Seq=2905
1

206 60.123993

163.17.77.

163.17.77.11

11

TCP

http > jwalkserver [FIN, ACK] Seg=2905

i Frame 1 (76 bytes on wire, 7
I Radiotap Header v0, Length 24

 IEEE 802.11 Probe Request, Flags: ..
 IEEE §02.11 wireless LAN management frame

bytes captured)

..... C

B 4.1.5 3 ¢ # %8 WireShark # it #% 1% (Expression...4=) -a

Bl W ueshark: Fiter Expesssion

[ e e

Field narns

Eelation

Walue (protoool)

ICEATirme
IEF

ICL RPC

ICME

o ¥ §

P

Lo

Dispatch

i)

IEEE #02.11

[EEE 802,11 Azzregate Data
[EEE 802.15.4

EEE £02.1.4T

[EEE §02.1.4H

Terraee

is present

frvT

-

g
:

Rangze (offset:lemeth)

[ ox ]

B 4.1.6 3t & #ic48 WireShark = it # i¥(Expression...4=) -b

WireShark =

e B (Filter) » i #

HRAP B b

%

s kK 2. éﬁ%

i it @])\m%&anﬂp’\ ’%zr% i * ik
=8l

FE O BT
it

Wi

MNP d K o
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ARP % e ® ¥ Aehi M2 %0 1 8 % K Ao+ chd 48
hl o AR e B FR s Tarp, § T IpgiE R > K¢
BRI TR 417 HE G ATAT UFIRF SRS I AN BB RER
PTG AR

A EFEFRT Ak é_’pfé“w%p\ Je PSR A ehie 4t e o b s
AR Fr o FAEY §F -2 iﬁ%(Gatew&y)E“ﬁ%E'
E <Router)%;\ﬁz»z%maa& e omBEHDT ABFIZREEREY T 5%
B H AR T MAC ht o FRLE I E E'JM»EE@?J» Tarp , ™ iF A

W F R o R URF AR RERREEARP BRI AT -

i PC23 8 peap - Wireshark
File Eﬁt View Go Capture Analyze Statistics Help

UM BEAXZBE Ae2DT L Qaen W¥m% 8
Biecfarp ] v Expression.. Clear Apply

No. . Time Source Destination Protocol Info

2 9.476715 Msi_87:6d:41 Broadcast ARP who has 163.17.77.27 Tell 163.17.77.81

3 9.526404 Msi_87:6d:41 Broadcast ARP who has 163.17.77.27 Tell 163.17.77.81

4 17.405043 Msi_87:6d:41 Broadcast ARP who has 163.17.77.1?7 Tell 163.17.77.81
517.405864 Msi_87:6d:41 Broadcast ARP who has 163.17.77.1? Tell 163.17.77.81

8 30.945034 Msi_87:6d:41 Broadcast ARP who has 163.17.77.227 Tell 163.17.77.81
9 31.047395 Msi_87:6d:41 Broadcast ARP who has 163.17.77.227 Tell 163.17.77.81
10 31.047659 AskeyCom_3e:6c:64 Msi_87:6d:41 ARP 163.17.77.22 is at 00:1b:9e:3e:6c:64
17 40.659364 Msi_87:6d:41 Broadcast ARP who has 163.17.77.117 Tell 163.17.77.81
18 40.660325 Msi_87:6d:41 Broadcast ARP who has 163.17.77.117 Tell 163.17.77.81
21 68.881244 Msi_87:6d:41 Broadcast ARP who has 163.17.77.477 Tell 163.17.77.81
22 68.884618 Msi_87:6d:41 Broadcast ARP who has 163.17.77.47? Tell 163.17.77.81
29 105.013212 Msi_87:2a:9b Broadcast ARP who has 163.17.77.817 Tell 163.17.77.110
30 105.030584 Msi_87:2a:9b Broadcast ARP who has 163.17.77.817 Tell 163.17.77.110

> Frame 2 (106 bytes on wire, 106 bytes captured)
Radiotap Header vO, Length 24
» IEEE 802.11 Data, Flags: ......F.C
» Logical-Link control
Address Resolution Protocol (request)
Hardware type: Ethernet (0x0001)
Protocol type: IP (0x0800)
Hardware size: 6
Protocol size: 4
opcode: request (0x0001)
sender MAC address: Msi_87:6d:41 (00:16:17:87:6d:41)
sender IP address: 163.17.77.81 (163.17.77.81)
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
Target IP address: 163.17.77.2 (163.17.77.2)

AT T v

[/ N00 00 18 00 ee 58 00 00 10 02 85 09 a0 00 d9 9¢
0010 [Eeo] OO 3d cc 32 9b c1 08 02 00 00 ff ff ff ff

Ta¥aleYal

417 #e gal 3o FRERY -
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4o B 4.1.8 A1 0 Ao &k Ay

DRI L g

b5 3 A

et R RS R o o

&
N
#*

Bl Wireshark: Enabled Prowcols = | S| -
Enahled Protoools
Statns A Protocal A Description o
7 Adparitytec FPro-MEPES Code of Prctios #
vl ORISR ACorn NS Encapsulation
¥l SGFF2 A1 SGPF2 Al
7 A 11 MGT IEEE 812,11 wireless LA m
vl 212,11 Radictap IEEE 812,11 Eadictap Caphie
i 2023 Slowr protocols Slowr Protoools
7 SF Flan 2 2F
4 LTl ATH AAT
4 PO T AT An] 38
7 P A Appletalls Address Fesolution
7 LA Application Confiznration S
e LT Aochitectore for Conteol MNetsn
7 LZF133 L0ZF133 Stdbate Syntanes
7 L8R IS0 8ndi-1 OS] Association ©
vl A e LondicCodes Tronk Trace
7 LDF Lomba - Araka Discowery Prood
7 LFF Lpple Filing Protonol
vl AFS (B Andreg File Svstern (AFS)
L - : — LS ' o F
Disakling a protocal prevents higher laser protonols frorn being displased
| Emsblesll || Disablesll || Ivent |
Help | OK || Ay || Cememl |

& 4.1.8

SRR S RS
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[l =3 = A VAR

Yo S e B A Pl A B ek ¢ (4om] 4.9 ~ B 4.1.10 25 7)

e Bt Viw Go Citwe Anlye St

e

BEAXZ2E ¢

195 60. 018511

198 60.042464
199 60.075187
200 60.109765
201 60.122391
202 60.123630
203 60.123678
204 60.123789
205 60.123869
206 60,123993

ef:0f:10:8b:cf:58
fe:0f:70:f5:ab:3b
D-Link_d6:ab:3b
163.17.77.1
163.17.77.1
163.17.77.1
163.17.77.1
163.17.77.1

Help

5 Contents Fl
Supported Protocols
Marmal Fages b
Wireshark Onlin b

i€

QRQAQH WERX B

B About Wiesherk

163.17.77.11

AskeyCom_3b:eb:13
AskeyCom_3b:eb:13
AskeyCom_3b:eb:13
163.17.77.11
163.17.77.11
163.17.77.11
163.17.77.11
163.17.77.11

I

Continuati

Continuation or non-HTT

Q05 Data, SN=464, FN=14

Flag

I P, N(R)=111, N(5)=73; DSAP
U, func=sNRM; SNAP, OUI 0x390

Continuation or non-HTTP

http > jwalkserver
http > jwalkserver [
http > jwalkserver [
http > jwalkserver [
http » jwalkserver [

traf
ACK]
ACK]
ACK]
ACK]
ACK]

- Radiotap Header

v0, Length 24

- Frame 1 (76 bytes on wire, 76 bytes captured)

- IEEE 802.11 Probe Request, Flags: ........ C
- IEEE 802.11 wireless LAN management frame

Fl 419 $t¢ bAl 4 M2k 342
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] Wireshark Suppored Protoools EBEI=E
‘Protocols | Display Filier Fields

The following 935 Erotnchs (and packet types) are currently s
supported by wireshark: =
MIBS MIBS

2dparityfec Pro-MPEG Code of Practice #3 release 2 FEC Protocol
3COMXNS 3Com XNS Encapsulation

3GPP2 All 3GPP2 All

802.11 MGT

802.11 radiotap
802.3 slow protocols
gp

AALl

AAL3/4

AARP

ACAP

ACN

ACP133

ACSE

ACtrace

ADP

AFP

AFS (RX)

Agentx

AH

AIM

AIM Administration
AIM Advertisements
AIM BOS

AIM Buddylist

AIM Chat

IEEE 802.11 wireless LAN manaﬂement frame
IEEE §02.11 Radiotap Capture header

Slow Protocols

Flan 9 9p

ATM AALL

ATM AAL3/4

Appletalk Address Resolution Protocol
Application Configuration Access Protocol
Architecture for Control Networks

ACP133 Attribute Syntaxes

I50 8650-1 0SI Association Control Service
AudioCodes Trunk Trace

Aruba - Aruba Discovery Protocol

Apple Filing Protocol

Andrew File System (AFS)

Agentx

Authentication Header

AQL Instant Messenger

AIM Administrative

AIM Advertisements

AIM Privacy Management Service

ATV Buddylist Service

AIM Chat Service v

4| 1]

| }

R 4.1.10 3t =

Y MR AAD
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Comparison operators ( +“ #2i& & {4 )

FLR T 6 gy @
B R C#Ez Rz 5 %
€q == EEE
ne = X o
gt > BN
It < T
ge >= B
le <= RO
Logical expressions (B{8:&F & )
and && J iR
or [ BE
Xor AN BIET 5N
not I B 18 2t

o]

snmp || dns || icmp

k57 SNMP 2 DNS & ICMP #t+

Ip.addr==163.17.77.6

B okiRe B oen P oyt 5 163.17.77.6 chit e
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ip.src 1=10.1.2.3 or ip.dst '=10.4.5.6

Bt kiR7 5 10123 &4 p 7 5 10456 e o
o e BT chdte g S
Rim APtk 10123 b iE

PPl Ezgms RRIP IR

pen|P: ",% 7 10.4.5.6 2k iE g,

tcp.port == 25

Bt kiR B TCP #3505 25 ehidf e o
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2 t& 18
~g»s;w¢g; }i ﬁ;z\gﬁ(ﬁr@4l 11 #777) 0 E Fedp T ok e
BE TR R A2 BN

v

No. » Time Source Destination Protocol Info
28 5.317418 163.17.77.110 163.17.77.22 SMB Tree Connect AndX Request, Path: \\FUJITSuU-0.
29 5.317677 163.17.77.22 SMB Tree Connect AndX Response
30 5.318295 163.17.77.110 LANMAN  NetServereEnum2 Request, Workstation, Server,
31 5.318666 163.17.77.22 LANMAN  NetServertenum2 Response
32 5.319296 163.17.77.110 SMB Logoff AndX Request

319922 163.17

SMB Tree Disconnect Response

r > <
. 320919 ek T 5-55N |ACK[ 560=992 ACK=
38 5.324316  Msi_87:2a:9b Broadcast Agp; | Mark Facizt foggle) ? Tell 163.17.77.110
39 10.157454 Msi_87:2a:9b Broadcast ARP | © Set Time Reference (tozgle) ? Tell 163.17.77.110
40 14.266155 Msi_87:2a:9b Broadcast ARP . ? Tell 163.17.77.110
41 14.372642 Msi_87:2a:9b Broadcast ARP Apply as Filter "7 Tell 163.17.77.110
42 14.388531 163.17.77.110 163.17.77.255 NBNS Prepare a Filter » fU-04<00
43 14.389654 163.17.77.110 163.17.77.255 NBNS|  Conversation Filier » Ethemet
| 44 14.389693 163.17.77.22 163.17.77.110 NBNS Colorze Comersation ) 22 |
‘ i 8D
CTF »
b Frame 37 (106 bytes on wire, 106 bytes captured) Fo]lowTCPSmm
» Radiotap Header v0, Length 24 Folloy
» IEEE 802.11 pata, Flags: ......F.C
b Logical-Link control Coy ;
b Interngt F.’rotoco'l, src: 163.17.77.110 (163.17.77.110), Dst: 163.17 Furport Selected Packet Biytes...
p Transmission Control Protocol, Src Port: edb-serverl (1635), DSt A Feq: 992, Ack: 792, Len:
32 Deoode &s...
= Print..
Show Packet in New Window
0000 00 00 18 00 ee 58 00 00 10 6¢ 85 09 cO 00 de 9¢ ..... o I
0010 5d 00 00 42 08 72 44 6b 08 02 2c 00 00 1b 9e 3e J]..B.rbk ..,....>
0020 6Cc 64 00 15 €9 d6 ab 3b 00 16 17 87 2a 9b c0 7e 1d..... b reciteti ey
0030 aa aa 03 00 00 00 08 00 45 00 00 28 7b 8e 40 00 ........ E..({.e
0040 80 96 ge 92 a3 11 4d 6e a3 11 id 16 06 93 00 8b ...3..vp SIMERGY

Bl 4.1.11 3t 7 #c8 +4&E3fe s w
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f,-:F»

2 "o (1P =gt 1 163.17.77.22) #7# B~ 7]
A éﬂ‘sﬁa%}bgwfuﬁﬂﬁé » gL Filter 4
1)17%]'\#9 M dp 4 Bip 7 Rt e ik
i Clear #4£(Hr~3F & ¥ ¢
5 I i e S

N

I/l’f.p_

-
o

<L s
B F T

~r
2
4

2
4 ¢

N

-

kor
)’ E\‘ﬂ'

1. @# % Fl—" kA Filter 4 02 £ 26 3] 7 " IP l:"_iLﬁ%J )‘QLFJ

—ip.addr == 163.17.77.22(£ % * & ¥ # T Enter 42) -

2. HeFBEP AR TNSSID LAE(de~F & ¢ enlicF T 3) o

3. AT 2 aHte F';} EEEBMNEEPH P AR fy;_%ﬁSSID %4 —“DLINK2”
F2 R R R L of BAER (| |)h i 8 7 3 e i (de

IP =1t {-SSID 15 3te

ol NB2 pcap - Wireshark

File Edit ¥View Go Coptwe Analyse Statistics Help
By & & & | 2@ x » & B « »+ » 7 2 ||FE « a@aap @@ x| @
(Fieer)[ (i addr == 163.17.77.223 || (frame[50:8] == 0 ~ Expression..{Cleer | Apply
- _
Time Souree Destination Frotocol s Info E
0. 507005 AskeyCom_3e:6c:64 Broadcast IEEE S02. Probe ReqUest,SN=?76,FN=0, SSID: Broadcast
0. 508001 D-Link_dé&:ab: 3k AskeyCom_3e:6c:6d IEEE S02. Frobe Response,SwW=512,FN=0,BI=100, SSID: "DLIMKZ"
0.509126 D-Link_dé&:ab:3h AskeyCom_3e:6c:64 IEEE S02. Probe Response, SwW=513,FN=0,BI=100, SSID: "DLIMKZ"
3.604038 AskeyCom_3e:6cigd p-Link_dé:ab:3kb IEEE 802, MUll function (no data), sMN=B80L1l,FHN=0
3.609494 AskeyCom_3e:6c:i6d p-Link_dé:ab:3h IEEE 802, MUll function (no data), SN=B80L1l,FHN=0
5.992749 D-Link_dé:ab:3b AskeyCom_3e:6¢c: IEEE B02Z. Probe Response,SW=596,FN=0,BI=100, SSID:
5.994121 m_3e 802 e, SN—ESQ FN a, EI 100

Akeycum 3e

5
501402

RESpDnse =

omm

502866 D-Link_2¢:21:56 AskeyCom_ 3e:6c:64 IEEE 802.11 Probe REspUnse Sh= 368 FN O EI 100 SSID: 2
A3 o accwaT Aebr e Fhe e Aol e D= e aes T - T Skt mbne
< ExpanrlSublIees >
= Expand 41
Frar!ua 10 (105 bytes on wire, 105 byte Collapse A1
Radiotap Header w0, Length 24
= IEEE 802.11
Typessubtype: Probe Response (Ox05) Prepare a Filter ¥ | Not Selected
Frame control: 0x0050 ¢Mormall and Selscted
Duration: 0
pestination address: askeyCom_3e:6< Copy 3 zzdmnf;f]:te;:d
Source address: D-Link_de:ab:3b (0O Export Selected Packet Brvtes... .
B5S Id: D-Link_d6:ab:3b €00:15:89:d
- i@ Wiki Protocol P
Fragment number: O d m ool Hoes
sequence number: G05 @ Filter Field Reference
Frame check sequence: 0x65a85309 [
= TEEE B02.11 wireless LAN management | ..
3 =
Fixed parameters (12 bytes) Resailve Nams
= Tagged parameters (41 b
Supported Rates . LOCB) 5.5¢(B) 11.0¢EB)
DS Parameter set: Current Channel: &
® ERP Information: no Mon-ERP STas, do not use protection, short or long preambles
# Extended Supported Rate 6.0 9.0 12.0 18.0 24.0 36.0 48.0 54.0
o rramelmn e DR b,
Q000 00 00 18 00 ee 58 Q0 00 10 02 83 09
Q010 &4 00 00 24 65 aB 55 09 50 00 00 QO
0020 Gc 64 00 15 29 df ab 3b 00 15 e9 dé
0030 70 c% <7 3a 01 00 00 00 64 00 21 04
o040k 4 82 84 B8b 98 03 01 .
0050 32 08 OC 12 18 24 30 48 60 6 dd 09 $OH : A

Proto Tndt (), 8 bartes P 14815D 14815M 1}

B 4.1.12 ifé _@j»ﬁﬁ :;H-é: @/}'a‘,‘é__%
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FF REET D it TRIENMGOAE > 407 1 (4B 4.1.13 #757)

&

1.Frame: * 4 % 4 B4té > S #F 2 E N4 4¢ ) o Glird o P
MAE T7TBate o L 211Byte % | th3t e (do~F d ¢ T BT 1) o

2 . Internet Protocol : &~ & IP =4t » H ? Src 5 Xz P =4 ~ Dst &
B ek B |P 2ake Gldcd @ ¢ 163.17.77.1 2 & KBz [P 4 ~
A 163.17.77.22 % 4 P e 8 IP it (do~F 6 ¢ el 7 2)

3 » Transmission Control Protocol : © % TCP(4g% )3+« > @ SrcPort 5 i# 4%
g8 ~ Dst Port 5 Web Server * i 4538 - Seq % Browser % 4% B~
g4 5 - Ark 5 Browser w 5% ~ Len 5 T - B i w Browser 5L
B(e~d 5 ¢ PlcF B 3) 0

1 NB2 pcap - Wireshark
File Edit View Go Captue Anslyee Statistics Help

ER BB x 8/ R «»o»7F 8 |EE &aQ
Filter: |jj || (frame[60:8] == 00:06:44:4C:49:42:4h:32) + Expresion.. Clear Apply
Na. . Time Sonrce Destination Protocal Iinf >+
bE sl.bZabld  Lbs. L/ i/ 4 lbos. L. if éd Li_ME EChO LpINg) reply
69 31,9592750 D-Link_d6:ab:3b AskeyCom_3e:6c: 64 IEEE 502.11 Frobe Response,SN=104(

70 31.993877 D-Link_d6:ab:3b AskeyCom_3e:6c:6d IEEE 302.11 Probe Response, SH=104:

71 31.995260 D-Link_2¢:21:56 AskeyCom_3e:6c: 64 IEEE 802.11 Probe Response,SH=782,

73 32.501874 D-Link_d6:ab:3b AskeyCom_3e:6c:6d IEEE 302.11 Frobe Response, SN=105(

74 32.502761 D-Link_d6:ab:3b AskeyCom_3e:6c:6d IEEE 302.11 Probe Response, SH=1057
2

.358241 163 l? 7? 1 http > 1260 [SYM, ACK

http » 1261 [SYN, ACK v
>

163. l? ?? 2

9. 400564

78

ECame 77 K211 bytes on wire, 211 bytes captured)

Radiotap Header w0, Length 24

IEEE 802.11

Logical-Link contral

Internet Prntocuﬂzsr‘c: 163.17.77.1 (163.17.77.1), Dst: 163.17.77.22 (163.17.77.22)

Transmission Control Protocol, Src Port: http (80), Dst Port: 1260 (12603, Seq: 1, ack: 215, Len:
Fa |

3

¥
0000 00 00 18 00 ee 38 00 00 10 6C 83 09 cO 00 <2 2 ..., CA R
0010 59 00 00 26 11 <9 08 37 0B 02 2c 00 00 1h 98 38 Y..& ..7 . yeuue>
0020 6c 64 00 15 &5 db ab 3b 00 17 9a 2c 21 56 c0 48  1d..... HE
0030 aa aa 03 00 00 00 OB 00 45 00 00 97 07 78 00 00 ........ |
0040 40 06 92 af a3 ll 4d 01 a3 11 4d 16 00 50 04 ec @.....M. LMLLPL
[aTal¥al s PR v Sl B Cin ST AT T B e B TR A T4 bl m b

File: "C! \Documents and Sethngsﬂd}rswhnn\ﬁﬁ&r’r;_»»‘#ﬁﬁﬁ%Nﬁﬂ%i‘lﬂ P: 14815 D: 5970 M 0

Bl 4.1.13 4t #cdl 4+ THRFE =I5
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Yo T om Bl 41144977 0 R G At THROPPMMNF > VEE G 23
IP =4t 163.17.77.22 < ICMP %t & (4o~

B Internet Protocol #f = ihgitiets 4 ¢ » &
s A& ~ Header length * £ &g £ & > @ *
R R A R S

—\

JIPJ'EJ’}%'_ ’iﬁ:ﬂ\ 4,1}’]1/&5@,1\%'—5

¥ >R k4R S A(de
~a w7 T ART 2)

0. AT G ht 2 BeE TS 0 G St R A B R S l(F 1 g
378), @55 R A AR E R (be~d e ¢ Pl A 3) o

3.t A SR L 5 0 4% Options f- Padding i2 7 3k 26 0 32 F 3
S57chi B FI R R G A= - 73 32Bit&s Ak L E 4
Byte; 7%/it 5 7132 20 Byte(4e~% 6 * ¢hilic ot 4) -

i1 NB2 pcap - Wireshark
File  Edit View Go Captwe Analyge Sttistics Help

B iaee e o@x % 8 R e=2e7 2 FE QA f| @0 H X B

Filter: |(('ip.addr == 163.17.77.22) || (frame[60:8] == ~ Expresion.. Clear Apply
Mo. . Time Sﬂume Destination Protocol Info o)
10 6. 500265 b:3b Askeycom: IEEE 802 Prabe Responsa Sh= 605 Fhi= 0 BI= 100 SSID: "DLINK2"
11 6.501492 3b AskeyCom_3e IEEE 802 Probe Response,SH=606, FN=0,BI=100, SSID: "DLINK2"
12 6. 502866 156 AskeyCom_3e IEEE 802 Probe REsponse, SH= 368,FN=0,BI=100, SSID: "DLIMKL"
8.156617 163.17.77 Echn (p1ng) rep y

G, 156868 Cping)
18 3,157114 163.17.77.22 ICMP Echo (ping) reply
15 10.160900 163.17.77.22 ICMP Echo (ping) reply
20 10.160948 163.17.77.22 ICMP Echo (ping) reply
21 11.160760 163.17.77.22 ICMP Echo (ping) reply
22 11.160735 163, 163.17.77.22 ICMP Echo (ping) reply v

Frame 16 (120 bytes on wire, 120 bytes captured)

Radiotap Header w0, Length 24

IEEE B02.11

Logical-Link control

Internet Protocol, Src: 163.17.77.11 (163.17.77.11), Dst: 163.17.77.22 (163.17.77.22)
ion:{4}

0EE®®

@ Differentiated services Field: 0x00 (DSCP O0x00: Default; ECM: 0x00)
Total Length: 60
Identification: 0x0226 (5500
@ Flags: 0x00
Fragment offser: o
Time to Tive: 128
Protocol: ICMP {0x01)
® Header checksum: 0x5837 [correct]
source: 163.17.77.11 (163.17.77.11) v

0000 00 00 18 00 ee 38 00 00 10 6cC 85 00 <O 00 <2 9cC
0010 4f 00 00 26 32 b0 23 8F 08 02 2¢ 00 00 1h 92 3e

0020 6C 64 00 15 e db ab 3b 1h 9e 3b eb 13 do 27
0030 aa aa 03 00 00 00 08 00 00 00 3c 02 26 00 00

0040 B0 01 58 57 a3 11 4d Ob’dai 11 4d 16 00 00 Od 5S¢ LMWL LML LY
0050 02 00 46 00 61 62 63 64 5 66 67 68 69 6a 6h 6c ..F.abcd efghijkl
0060 6d 6e 6F FO FL 72 F3 74 TI 76 V7 6l 62 63 64 65 mnopgrst uvwabcde
0070 66 67 68 69 3& b0 &3 8f fohi=. ..

Header Length (ip hdr_len), | byts F- 14815 D: 5070 M0

B 4.1.14 #t# 8 IP R+ %* 439 (ICMP)
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m
L

¥

£

P LR

Time to live #7 % & e 8 4t FpF ¥ (TTL) (40T B 4.15 b’“rﬁ) ’
fS(r~Fwm ¥ Tl FHET 1) ¥
Vol F R 2) o

7 i R0V B
L TTL 5 128 Bptab(dr~F @

ICMP 2 %% ¥
BH o E B Bk (R

®#ciE o

7 NB2 peap - Wireshark

éﬁﬁ?
fﬁ o

LA S

s TTL > 4t e Bd @47 hph

A — fl% router EIZ)z_ s o
hiREEE S A i

E}'E'J’L ~ 2

TTL i

P s

= # P (Hop Count)

T‘ga‘rﬁ

B

EX

% -

=X

Fle Edit View Go Captue Anale Steisics Help

CC B x4 B8R F L EEF QAQAQAl §0H X B
Filter:|(("|p.addr" == 163.17.77.22) || (frame[60:8] == -+ Expession. Clar Apply
No.. Tmle Somce Destination Protocol Info A
10 6.500265  D-Link_d6:ab:3b AskeyCom_3e:6ci64  IEEE 802 Probe Respanse,SN=G05, FN=0,B1=100, SSID: "DLINKZ"
11 6.5014%2  D-Link_dé:ab:3b askeyCom_3e:boiad IEEE 802 Prohe Respanse,SW=606,FN=0,BI=100, 55ID: "DLINKZ"
12 6.502866  D-Link_2ci21:56 AskeyCom_3e:bo:ad IEEE 802 Prohe Response,S=368,FN=0,BI=100, SSID: "DLINK1"
15 8. 15661? 163 17.77. 11 163,17.77.22 ICMp Echu (pwng) rep]y
175, 156868 163.1?.77.11 163,17.77.22 ICmp Echu (pwng) rep]y
18 9.157114  163.17.77.11 163.17.77.22 ICHP Echo (ping) reply
16 10.160800  163.17.77.11 163,17.77.22 IMP Echo (ping) reply
2010.160048  163.17.77.11 163.17.77.22 ICHP Echo (ping) reply
21 11.180700  183.17.77.11 163,17.77.22 IMP Echo (ping) reply
22 11.180795  183.17.77.11 163.17.77.22 ICmp Echo (ping) reply v
b

[ Radiotap Header
[# IEEE 802,11

version: 4
Header length:
Total Length:

® Flags: Ox00

w0, Length 24

[ Logical-Link Control
B Internet Protocol

20 hytas

60

Identification: 0x0226 (550)

17.77.11)

[ Frame 16 (120 bytes on wire, 120 bytes captured)

@ Differentiated services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00)

Src: 163.17,77.11 (163.17.77.11), Dst: 163.17.77.22 (163.17.77.22)

Fragment offset: 0
Protocol: ICMP (Ox01)
[® Header checksum: 0x5857 [correct]
source: 163.17.77.11 (163

0000
0010
0020,
0030
0040
0050
0060
0070

00 00 18 00
4F 00 00 26
6c 64 00 15
aa 03 00
1 58 57
00 46 00
od 6e &6f 70
66 67 68 69

Tine to Live (ip. i, 1 bvte

00 00
a3 &f
ah 3b
08 00
4d b
63 64
7374
a3 &f

ee I8
3e ho
2% db
00 00
as 11
6l 62
172
3e ho

10 6c 85 09 <0 00 c2 9
08 02 2c 00 00 1h 9e 3e
00 1h 9e 3b &b 13 do 27
45 00 00 3¢ 02 26 00 00
a3 11 4d 16 00 00 0d 5S¢

65 66 67 68 69 6a Gb 6C
75 76 77 6L 62 63 64 &5

A\
F. abcd efgh1]k1
mnupqrst uvwahcde
fohis...

P 14815 D: 5570 M: 0

B 4115 #¢ a8 £ F R (TTL) A
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42 #t¢ FH IEEE 802.11 #f = j2 i

) 30 T~ e .
Al | FFEE | mn || ak | mh | BAE | R | TREE | R A
- S 1| 2 41 4 I3 7
i B —:j‘ ﬁ 20 _é. = )7 ﬁ 20
| B #r | ToDs | FromDs | = Bl E R =® | WEP Order
E sl || g
@ | @ | 4 D1 O |ololo|la| @ (1)
16 =~
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|EEE 802.11 2t =44 5% (4 ] 4.2.1 #7)

Source Degtination Protocol ~ Info
52425  163.17.77.86 39,2 IGMP V2 Membership Report
87688  D-Link_ca:61:7f Broadcast IEEE 802 Beacon frame, SN=143,FN=0,BI=100, SSID: "HIT"

¢

[ IEEE 802.11
Type/Subtype: Data (0x20)
= Frame Control: 0x0208 (Normal)
version: 0 & 1
Type: Data frame &R 16
subtype: 0 FEE "
 Flags: 0x2 4
DS status: Frame from DS to a STA via AP(To DS: O Fram DS: 1) (0x02)T° Ds FromDs | Tu
. +0.. = More Fragments: This is the last fragment H F By
+ 0... = Retry: Frame is not being retransmitted gf
0 vus = PR MGT: STA will stay up BIREH
0. ..., = More Data: No data huffered 4
Q.. .... = protected flag: Data is not protected WEPf#:
Ovev wovw = Order flag: Not strictly ordered Orderff IR 4R
buration: 0 BEsE
Destination address: 01:00:5e:7f:ff:fa (01:00:5e:7f :Ff:fa) ﬁi][;l
BSS Id: D-Link_2¢:21:56 (00:17:9&:2c:21:56)ﬁm
Source address: msi_87:29:hf (00:16:17:87:29:bt) {3
Fragment number: 0
Sequence number: 911
= Frame check sequence: 0x358d3888 [correct]ﬁgﬁ
[Good: True)
[Bad: False]

[—

BESSEIER B

0000
0010
0020

00 00 18 00 ee 58 00 00
3a 00 00 30 35 8d 38 88
00 17 92 2¢ 21 56

10 02 85 09 a0 00 cc 9c¢

08 02 00 00 QWI
00 16 17 87 29 0 38

0030
0040
0050
0060

aa aa 03 00 00 00 08 00
01 02 ed 98 a3 11 4d 56
16 00 fa (4 ef ff ff fa
00 00 00 00 00 00 35 8d

46 00 00 20 56 dd 00 00
ef ff ff fa 94 04 00 00
00 00 00 00 00 00 00 00
38 88

Bl 421 3¢ F4 |EEE 802.11 4 =

98
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4.2.1 Frame Control # - Version ~ Type ~ Subtype /i %

s A (Mersion 5 2 7)) @ (40T B 4.2.2 #57)

W 80211 AR & o B B EIRR 5 0

Source Destination Protocol  Info

163,17,77.80 IGMP V2 Membership Report
87688 D-Link ca:6l:i7f Bruadcast ____________ TEEE 802 Beacon frame, SN=143,FN=0,B1=100, SSID: "HIT
¢

= IEEE 802.11
Type/subtype: Data (0x20)
= Frame Control: 0x0208 (Normal)
dersion 0
Type: Data Trame (2)
Subtype: 0
= Flags: 0x2
DS status: Frame from DS to a STA via AP(To DS: O From DS: 1) (0x02)
0., = More Fragments: This is the Tast fragment
. Ovvv = RELry: Frame is not being retransmitted
w0 o = PWROMGT: STA will stay up
w0, vvv. = More Data: No data huffered
Ju0 vovw = Protected flag: Data s not protected
Ouvv wowy = Order flag: Not strictly ordered
puration: 0
Destination address: 01:00:5e:7f:ffifa (01:00:5e:7F :ffifa)

B5S Id: D-Link_2c:21:56 (00:17:9a:2¢:21:56)
source address: msi_87:29:hf (00:16:17:87:29:bf)
Fragment number: 0
Sequence number: Y1l
& Frame check sequence: 0x358d3888 [correct]
[Good: True]
[Bad: False]

0000 00 00 18 00 ee 58 00 00 10 02 83 09 a0 00 CC 9C oo kv vvvnnans
0010 3a 00 00 30 35 8d 38 88 08 02 00 00 @%Pi 05 8 F
0020 00 17 9a 2c 21 56 00 16 17 87 29 0 38 l ...... 8
0030 aa aa 03 00 00 00 08 00 46 00 00 20 56 dd 00 00 ........ o Vo
0040 01 02 ed 98 a3 11 4d 56 ef ff ff fa 94 04 00 00 ...... MV ........
0050 16 00 fa 04 ef £f £f fa 00 00 00 00 00 00 00 00 +vvvvvvn vuvvnenn
0060 00 00 00 00 00 00 3584 388 ... §. 8.

Bl 4.2.2 3#ts F4 IEEE 802.11 4 - 5= #(Version)
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AA)(Type 5 2 =) @ (4o B 4.2.3 #75%)

802.11 ;= ik Jhit ~ R A 5 345 > & B A 43 4=(Control Frame) ~ 343
1=(Data Frame) 2 ¢ IZ 31 ¥=(Management Frame) - = £ 3t 1= 1{ 2 £ 3] (Type)
Bk ®mas 100~ & FEaEa) 01 A £ 540873 ~ 10 & & FH B
itz @ LLRIRF AR® > P o K T& -

Source Destination Proweol — Info

32423

32 LGN v2 membershlp Keport
87688  D-Link_ca:el:7f Broadcast

IEEE 802 Beacon frame, SN-113,FN-0,BI-100, SSID: "HIT"

¢
& IEEE ¥0Z.11
Type/SubLlype: Dald (0x20)
= Frame Control: 0x0208 (Normal)
version: 0
Type: Data frame (2)@
Subtype: 0
= Flags: 0x2
DS status: Frame from DS to a STA via AP(To DS: O From DS: 1) (0x02)
. 0., = More Fragments: This is the last fragment
. 0... = Retry: Frame is not being retransmitted
0 uus = PWR MGT: STA will stay up
.0, ..., = More Data: No data huffered
JUov wvww = Protected flag: vata 1s not protected
Oev voww = Order flag: Not strictly ordered
puration: 0
Destination address: 01:00:5e:7f:ff:fa (01:00:5e:7f:iffifa)

RS Trl: n=link_2c:21:56 (00:17:0a:7¢:21:56)
source address: Msi_87:29:bf (00:16:17:87:29:hf)
Fragment number: 0
Sequence number: 911
H Frame check sequence: 0x358c3888 [correct]
[Good: True]

|Bad: False]

0000 00 00 18 00 ee 58 00 00 10 02 85 09 a0 00 cc 9 ..... O EEE
0010 3a 00 00 30 35 8d 38 88 08 02 00 00 1. 05,8, P
0020 0017 9a 2¢ 21 56 00 16 17 87 29 038 H..,'V.i)e 8
0030 aa aa 03 00 00 00 08 00 46 00 00 20 56 dd 00 00 ........ R
0040 01 02 ed 98 a3 11 4d 56 ef ff ff fa 94 04 00 00 ...... MW sians
0050 16 00 fa 04 ef £F FF fa 00 00 00 00 00 00 00 00 vuvvvvnn vvvennns
0060 00 00 00 00 00 00 35 & 2888 ... 5. 8.

B 4.23 #+& F4L IEEE 802.11 #f - #7541 (Type)
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2 =

77| (Subtype ; 4 =) @ (40 Bl 4.2.4 #757)

2,

- AR E A G

AR AR > 4o £

5 3 3 i

sl

A (Subtype) >

o

4

11 Al S aEa s

(I = W 2 2N

RN ) Sk

#p 41 (Type) MAzAE A 3 #£3] (Subtype)

Lé? iql :ifﬁ k=

00 72 (Management) 1000

Beacon

01 41 (Control) 1011

RTS

01 41 (Control) 1100

CTS

01 41 (Control) 1101

ACK

01 41 (Control) 1110

CF End

10 F #L(Data) 0000 Data
10 7 L (Data) 1000~1111 % (Reserved)
11 %4 (Reserved) 0000~1111 % (Reserved)
Source Destination Protocol Info
3 8 239.255.255.250
87638 D-Link_ca:61:7f oD DA CASTE . o csusecmsercniss IEEE 802 Beacon frame SN 143, FN=0,BI=100, SSID: "HIT"
ZJIEEE 802.11

Type/Subtype: Data (0x20)
= Frame Control: 0x0208 (nNormal)

version: 0

Type: Data frame (2)

Subtype: 0 ‘

= Flags: 0x2

DS status: Frame from DS to a STA via AP(To DS: O From DS: 1) (0x02)
vo.. 0., = More Fragments: This is the last fragment
cov. O... = Retry: Frame is not being retransmitted
on0 ie. = PWR MGT: STA will stay up
il # = More Data: No data buffered
S05% = Protected flag: pata is not protected
[ P = order flag: not strictly ordered

puration: 0
pestination address: 01:00:5e:7f:ff:fa (01:00:5e:7f:ff:fa)
BSS Id: D-Link_2c:21:56 (00:17:9a:2¢:21:56)
source address: mMsi_87:29:bf (00:16:17:87:29:hf)
Fragment number: 0
Sequence number: 911
= Frame check seqguence: 0x358cd3888 [correct]
[Good: True]
[Bad: False]

00 00 18 00
3a 00 00 30
R 00 17
aa aa 03 00
01 02 ed 98
16 00 fa 04
00 00 00 00

ee 58 00 00
35 8d 38 88
9a 2¢ 21 56
00 00 08 00
a3 11 4d 56
ef ff ff fa
00 00 35 8d

0 02
08 02
00 16
46 00
ef ff
00 00
38 88

09 a0 00 cc 9¢C
00

87 29
20 56 dd 00 00
fa 94 04 00 00
00 00 00 00 00

0 38

Bl 4.2.4 & 74 |EEE 802.11 f§ =

101

- Subtype(+ #g

)




4.2.2 Frame Control #§ - Flags(To DS,From DS) /i %
To Ds(To Distribution System ; 1 = =) : (4= B8] 4.2.5 #777)
Ds fﬁ:{:}% A A R fﬁ;{;ﬁ% e BSS FF 4p 7 &£ e ik % ko To Ds

=2 FromDs — 423 % » % i ptaten@iE st g o ¢ ToDs =5 1
PFA T e BAIEE R B P B AH kAo

From Ds(From Distribution System ; 1 = =) @ (4 B] 4.2.5 #777)
2 ToDsff i=— 4=&* » % FromDs #f = 5 1 FF 4 7 15 B A= A 4750 4

@k o™ 2P ToDs~FromDs & @4 = &7 b 2 & finT f7 ik &

% 1.2ToDs 2 FromDs 7 F & & X 4 chi &

: 2 ¥
B 4 L&

ToDs=0 ; FromDs=0 F— 3 BSS'd — 2@y - 5as

ToDs=1 ; FromDs=0 L B AR T S e i 1o
ToDs=0 ; FromDs=1 JE HT5N 5 i ks
ToDs=1 ; FromDs=1 EAETN ARG P Y - B BSS p oA 4
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Destination

Source Protocol  Info

32425  163.17.77.86 239,255,255,250 IGNP V2 Membership Report
87688  D-Link_ca:61:7f " Broadcast IEEE 802 Beacon fﬁame,SN;143,FN=0,BI=100, SSID: "HIT"
<

& IEEE 802,11
Type/subtype: Data (0x20)
& Frame Contral: 0x0208 (Normal)
version: 0
Type: Data frame (2)
Subtype: 0
o Flags: 0x2
DS status: Frame from DS to a STA via AP(To DS: O From 05: 1) (0x02)]To Ds ; From Ds
. .0.. = More Fragments: This is the Tast fragment

. 0... = Retry: Frame is not heing retransmitted
0 oees = PR MGT: STA will stay up
.0, ... = More Data: No data buffered
000 oo, = Protected flag: Data is not protected
Ovev vvww = Order flag: Not strictly ordered
buration: 0

pestination address: 01:00:5e:7f:ffifa (01:00:5e:7f ff:fa)

BSS Id: D-Link_2c:21:56 (00:17:9a:2¢:21:56)
source address: mMsi_87:20:bf (00:16:17:87:29:hf)
Fragment number: 0
Sequence number: 911
o Frame check sequence: 0x358d3888 [correct]
[Good: True]
[Bad: False]

0000 00 00 18 00 ee 58 00 00 10 02 85 09 a0 00 cc 9c

0010 3a 00 00 30 35 8d 38 88 08 02 00 00 1. 05,8, P
0020 0017 9a 2¢ 21 56 00 16 17 87 29 03 H...\v....).. 8
0030 aa aa 03 00 00 00 08 00 46 00 00 20 56 dd 00 00 ........ Fuw Vi
0040 01 02 ed 98 a3 11 4d 56 ef ff ff fa 94 04 00 00 ...... MV s
0050 16 00 fa 04 of ff ff fa 00 00 00 00 00 00 00 00 uvvivvs vevvnnns
0060 00 00 00 QO 00 0O 358 3888 ... 5. 8

Bl 425 3¢ 74 IEEE 802.11 4 - To DS, From DS
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H @ & g (More Fragment ; 1 i= =) & (4= B] 4.2.6 #757)

MAZNBF 1 75 pFE Fla BEFE DR BF7E > PF-E 1R £
Ao

7 Ef\”ﬁ = e ;Qf 3IX ©
Source Destination Protocal ~ Info
239,255,255,250 { t
87688  D-Link_ca:61:7f _. Broadcast IEEE 802 Beacon fname,SN;143,FN=0,BI=100, SSID: "HIT"
L4

- IEEE 802.11
Type/subtype: Data (0x20)
= Frame Control: 0x0208 (Normal)
version: 0
Type: Ddld (rdme (2)
Subtype: 0
H Flags: 0x2
DS status: Frame from DS to a STA via AP(To DS: O From 0S: 1) (0x02)
. 0., = More Fragments: This is the last fragment
. 0.0 = Retry: Frame 15 not being retransmitte

w0 v = PUR MGT: STA will stay up
o0u vuuw - More Data: No data buffered
0.0 o, = Protected flag: pata is not protected
Ovuv vuvw = Order flag: Not strictly ordered
buration: 0

Destination address: OL:00:5e:/f:ffifa (UL:00:5e: Fiffifa)

B55 Id: D-Link_2¢:21:56 (00:17:9a:2¢:21:56)
source address: Msi_87:29:hf (00:16:17:87:20:hf)
Fragment number: 0
Sequence number: 911
H Frame check sequence: 0x3583888 [correct]
[Good: True]
[Dad: False]

0000 00 00 18 00 ee 38 00 00 10 02 85 09 a0 00 cc 9c ..., X s
0010 3a 00 00 30 35 8d 38 88 08 02 00 00 1. 05,8, P
0020 (il 00 17 9a 2c 21 56 00 16 17 87 29 038 H....'V....).. 8
0050 a3 aa 04 00 00 00 0¥ 00 46 00 00 20 56 dd 00 00 ..uvvuis Fio Voo
0040 01 02 ed 98 a3 11 4d 56 ef ff ff fa 04 04 00 00 ...... v
0050 16 00 fa 04 ef £f £f fa 00 00 00 00 00 00 00 00 +vvvvvvs vevvnnns
0060 00000000 OO OO358 3888 L. 5. 8

B 4.2.6 3¢ T4 IEEE 802.11 4 i>- More Fragments(# v » £)
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i

@ (Retry) 5 1 == @ (40T B 4.2.7 #777)

PR AN L iR G T ACK SUA SR E ) 5 R gt B 4 e

FEENE LSRR RS D AR lR L aod Fs e

Source Degtination Protocol ~ Info
239,255,255,250 IGMP V2 Membersnip Report
87688  D- L1nk ca:6l:7f  Broadcast IEEE 802 Beacon frame, SN=143,FN=0,B1=100, SSID: "HIT"
{

& IEEE 802.11

Type/sublype: Ddld (0x20)
& Frame Control: 0x0208 (Normal)
version: 0
Type: Data frame (2)
Subtype: 0
H Flags: 0x2
DS status: Frame from DS to a STA via AP(To DS: O From DS: 1) (0x02)
0., = More Fragments: This is the last fragment
. 0... = Retry: Frame is not being retransmitted &=
0 e = PWR MGT: STA will stay up
.00 w.v. = More Data: No data huffered
0.0 voo. = Protected flag: Data is not protected
Ovev vovw = Order flag: Not strictly ordered
buration: 0
pestination address: 01:00:5e:7f:ff fa (01:00:5e:7f :ff:fa)

BSS I D-Link_2c:21:56 (00:17:9a:2¢:21:56)
source address: Msi_87:29:bf (00:16:17:87:29:hf)
Fragment number: 0
Sequence number: 911
H Frame check sequence: 0x358d3888 [correct]
[Good: True]
[Bad: False]

0000 00 00 18 00 ee 58 00 00 10 02 85 09 a0 00 cc 9¢ ..., X msisisitastae
0010 3a 00 00 30 35 8d 38 88 08 02 00 OOW S 098 F
0020 [HllE 00 17 9a 2c 21 36 00 16 17 87 29 038 H..,'V.i)e 8
0030 aa aa 03 00 00 00 08 00 46 00 00 20 56 dd 00 00 ........ Fity Wi
0040 01 02 ed 98 a3 11 4d 56 ef ff ff fa 94 04 00 00 ...... MY e

0050 16 00 fa 04 ef £f £f fa 00 00 00 00 00 00 00 00 vvvvvvrs wevenins
0060 00 00 00 00 00 00 358 3888 ... b B

F 427 4¢ 74 IEEE 802.11 # i=- Retry(¥ &)
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T kg 72 (Power Management ; 1 =) @ (4= §] 4.2.8 #771)

FBhedo T TR e H F SRR K 7R
A -EAARERAFLE r:’JF§;4;‘_, AT R 7?
X R T R R LR A A KRR

Soume Destination Potocol  Info

239.255.755.7250

87688 D- L1nk'ca'61 7f ' Broadcast IEEE 802 Beacon fqéme,SN5143,FN=0,BI=100, SSID: "HIT"

A
& IEEE 802.11
Type/Sublype: Ddld (0x20)
= Frame Control: 0x0208 (Normal)
version: 0
Type: Data frame (2)
Sublype: 0
B Flags: 0x2
DS status: Frame from DS to a STA via AP(To DS: O From DS: 1) (0x02)
0.. = More Fragments: This is the Tast fragment
s . = Retry: Frame is not being retransmitted
o0 v = PR MGT: STA will stay up@]
.0, ..., = More Data: No data buffer
0.0 0. = Protected flag: Data is nou prutecced
Oov vuvw = oOrder Flags Not strictly ordered
buration: 0
Destination address: 01:00:5e:7f:ff:fa (01:00:5e:7f:ff fa)

o -
"

BSS Id: D-Link_2¢:21:56 (00:17:9a:2¢:21:56)
source address: Msi_87:29:bf (00:16:17:87:29:hf)
Fragment number: 0
Sequence number: 911
H Frame check sequence: 0x358d3888 [correct]
[Good: True]
[Bad: False]

0000 00 00 18 00 ee 58 00 00 10 02 85 09 a0 00 cc 8¢ ... X nnnting
0010 3a 00 00 30 35 8d 38 88 08 02 00 00
0020 00 17 %a 2¢ 21 56 00 16 17 87 29

0030 aa aa 03 00 00 00 08 00
0040 01 02 ed 98 a3 11 4d 56
0050 16 00 fa 04 ef ff ff fa
0060 00 00 00 00 00 00 35 8d

46 00 00 20 56 dd 00 00
ef £f ff fa 94 04 00 00
00 00 00 00 00 00 00 00
38 88

058 P
0 38 I ...... 8

Bl 4.2.8 4t 34! IEEE 802.11 ## -~ Power Management(® /& ¢ 32)
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prima i AP RE R RN R A BT E e K RE R Y -
PEAe S BEEL O FH

# F A4 (More Data 5 1 =) @ (4=~ B 4.2.9 #777)

HEE S 00 At
Loy A > HER A o

Bl &

A3

87688

Degtination Potocol ~ Info

IGMP V2 Membership Report

D- L%nk.&aiﬁi 7f Broadcast

TEEE 802 Beacan f(ame,SN;143,FN=0,BI=100, SSID: "H

"

a

= IEEE 802.11

Type/Subtype: Data (0x20)
Frame Control: 0x0208 (Normal)

version: 0

Type: Data frame (2)

Subtype: 0
 Flags: 0x2

DS status: Frame from DS to a STA via AP(To DS: O From DS: 1) (0x02)
0.. = More Fragments: This is the last fragment

= -
n

T Retry: Frame is not heing retransmitted
v 0 ey = PWR MGT: STA will stay up
0. ... =More Data: No data buffered|1iﬁg§§§§
0.0 vvo. = Protected f]ag Data 5 not
0.0 vuw = Order flag: Not strictly ordered
puration: 0

Destination address: 01:00:5e:7f:ffifa (01:00:5e:7F:ff:fa)

BSS Id: D-Link_2c:21:56 (00:17:9a:2¢:21:56)
source address: mMsi_87:29:hf (00:16:17:87:29:hf)
Fragment number: 0
Sequence number: 911
Frame check sequence: 0x358c3888 [correct]
(Good: True)
[Bad: False]

0000
0010

00 00 18 00 ee 38 00 00
3a 00 00 30 35 Bd 38 88

10 02 85 09 a0 00 cc 9c ..., Ko R
00 16 17 87 29

0020 00 17 9a 2¢ 21 56
0030 aa aa 03 00 00 00 08 00
0040 01 02 ed 98 a3 11 4d 56
0050 16 00 fa 04 ef ff ff fa
0060 00 00 00 00 00 00 35 &d

08 02 00 00 058 P
038 l ...... 8
46 00 00 20 56 dd 00 00 Vi

ef £f £f fa 94 04 00 00
00 00 00 00 00 00 00 00
38 88

B 4.29 3t ¢ T IEEE 802.11 {§ - More Data(H v
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WEP(Wired Equivatent Privacy ; % »23t § S enit % 4] 5 1 = =) (40T
Bl 4.2.10 #5577 )

WEP £_802.11 ##] 5 #F f A 5L b BB ShE MBI ¥ T P12 B
E AT R L Ao gt TR RS WEP #8414 % L i o
ER & T IHAIR S B IR o

Source Destination Protocol ~ Info

163,17.77.86 59,255,255, 250 IGMP V2 Memhersnip Report
87088  D-Link_ca:6l:7f - Broadcast IEEE 02 Beacon fr_ame,SNf143,FN=O,BI=100, S51D: "HIT"
¢

& IEEE 802.11
Type/Subtype: Data (0x20)
H Frame Control: 0x0208 (Normal)

version: 0
Type: Ddld rame (2)
Subtype: 0

= Flags: 0x2

DS status: Frame from DS to a STA via AP(To DS: O From DS: 1) (0x02)
.00 = More Fragments: This is the Tast fragment
. 0.0 = Retry: Frame is not heing retransmitted

0 v = PWR MGT: STA will stay up
0. ..., = More Data: No data buffered
.0.. ... = Protected flag: Data is not protected|WEPf#
Ovuv voww = Order Tlag: Not stractly ordered
puration: 0

pestination address: 01:00:5e:7f:ff:fa (01:00:5e:7f ff fa)

BSS Id: D-Link_2c:21:56 (00:17:9a:2¢:21:56)
source address: Msi_87:29:bf (00:16:17:87:29:hf)
Fragment number: 0
Sequence number: 911
5 Frame check sequence: 0x3583888 [correct]
[Good: True]
[Dad: False]

0000 00 00 18 00 ee 58 Q0 Q0 10 02 83 0Y a0 00 CC YC ..., Koo waeans
0010 3a 00 00 30 35 Bd 38 88 08 02 00 00 058 P
0020 (il 00 17 9a 2¢ 21 56 00 16 17 87 29 0 38 l ...... ]
0030 aa aa 03 00 00 00 08 00 46 00 00 20 56 dd 00 00 ...vvuss F.. s
0040 01 02 ed 98 a3 11 4d 56 ef ff ff fa 94 04 00 00 ...... MV
0050 16 00 fa 04 ef £f £f fa 00 00 00 00 00 00 00 00 +ovvvvrs wvvnnn,
0060 00 00 00 00 00 00 35 8d 3888 ... o B

B 4.2.10 £t ¢ T4 1EEE 802.11 # i-- Protevted flag(WEP +: %)
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Order(1 =) : (4v~ B 4.2.11 #151)

WimE s 1 &7 b =g 5 d Bt ik B PRFE X % (Strictly Ordered Service Class)

@ﬁ@ﬁ’%ﬁﬁﬁﬁﬁﬁﬁi&ﬁaﬂﬁaﬁ%%ﬁ%@ﬁ
FepfrRE R REER L 004 A3 BAILRETA L
) AR Y SRR R PRI e F LR .

» A iF & 2R
7z ig

Source Destination Protocol ~ Info

87688 D-Link_ca:61:7f Broadcast TEEE 802 Beacon fqame,SN;143,FN=0,BI=100, SSID:

%

llHITn

= IEEE 802,11
Type/Subtype: Data (0x20)
& Frame Control: 0x0208 (Normal)
version: 0
Type: Ddld (rdme (2)
Subtype: 0
H Flags: 0x2
DS status: Frame from DS to a STA via AP(To DS: O From 0S: 1) (0x02)
.0.. = More Fragments: This s the last fragment
voes Ovw = Retry: Frame 45 not being retransmitted
0 e = PWR MGT: STA will stay up
0. ..., = More Data: No data huffered
0.0 wv. = Pratected flag: Data is not protected
0... ... = Order flag: not strictly ordered
puratinn: 0
Destination address: 01:00:5e:7f:ff:fa (01:00:5¢:

BSS Id: D-Link_2¢:21:56 (00:17:9a:2¢:21:56)
source address: msi_87:29:hf (00:L16:17:87:29:0F)
Fragment number: 0
Sequence number: 911
= Frame check sequence: 0x358c3888 [correct]
[Good: True]
[Dad: False]

0000 00 00 18 00 ee 58 00 00 10 02 85 09 a0 00 cC 9C  .ovuXev vivuvnis
0010 3a 00 00 30 35 8d 38 88 08 02 00 00 @%Wi 05 8 F
0020 (il 00 17 9a 2¢ 21 56 00 16 17 87 29 038 I ...... 8
0030 aa aa 03 00 00 00 08 00 46 00 00 20 56 dd 00 00 ........ A
0040 0L 02 ed 98 a3 11 4d 56 ef £f £f fa 94 04 00 00 ...... MV ........
0050 16 00 fa 04 ef £f £ fa 00 00 00 00 00 00 00 U0 vuvvunnn vunnnnns
0060 00 00 00 00 00 0O 35 8d 3888 ... 58

Bl 4.2.11 & 74 |EEE 802.11 f - Order ("8 & ( PR7+%
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4.2.3 Frame Control # - Duration ~ =4t ~ B 5344 %
F§ pFE3w 5 (Duration/ID; 5 2 = %) @ (40 B 4.2.12 #151)

TR BB T B deT 470 5 e en® 0 8 FHLETEF 57 (Reserved)
WA R A HEPIA Q#&""Q‘i‘?ﬁ}“l'#i;’;mf& g1 iFEID @ * o $ﬁ1:
B 32768 P e BRI RedrAiE P CER R EFTMNOBE
*’%@”%ﬁ%ﬁ%’%Jm%mlﬁﬁuﬁﬁﬁﬁﬁﬁﬁ%wgmﬁﬁ
FOA R BlE X 32768 BF 0 A7 BiE 1 TRl A iﬁﬂ N BT
Mg VAR (T 3N HRE A 3T 32768 BF o < IR NIRRT BB R G -
[R0A BB b g RS ¢ i Irsbe FyEayrRRs (D) * o

# 1.3 Duration ID # i+ ¥ i i~ & cpF

% 15 i =~ 4B | %130 Bz~ * i
0 0~32767 FHER
1 0 0 foaA
1 0 1~16383 %
1 1 0 e
1 1 1~2007 R el | D)
1 1 2008~16383 iR
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Soume Destination Protocol  Info

IGMP V2 Memnersnip Repaort

5768é D-Link_cai6l:7f - Broadcast
¢

= IEEE 802,11
Type/Subtype: Data (0x20)
= Frame Control: 0x0208 (Normal)
version: 0
Type: Data frame (2)
Subtype: 0
= Flags: 0x2
D5 status: Frame from DS to a STA via AP(To 0S: O From DS: 1) (0x02)
. 0., = More Fragments: This is the Tast fragment
. 0., = Retry: Frame is not being retransmitted
0 vey = PWR MGT: STA will stay up
.0, .00 = More Data: No data huffered
000 vovo = Protected flag: Data is not protected
Ovv vovw = Order flag: Not strictly ordered

puration: 0 Eﬁm
100:5e:7fffofa (01:00:5e:7F:ff fa)

B5S Id: D-Link_Jci2L1:96 (00:17:9a:2¢:21:56)
source address: Msi_87:29:hf (00:16:17:87:29:hf)
Fragment number: 0
Sequence number: 911
o Frame check sequence: 03583888 [correct]
(Good: True]
(Bad: False]

IEEE 802 Beacon fqame,SNf143,FN=0,BI=100, 55ID: "HIT"

0000 00 00 18 00 ee 58 00 00 10 02 85 09 a0 00 cc 9¢ ..., Mo WA
0010 3a 00 00 30 35 8d 38 88 08 02 00 00 v 058 P
0020 (HilliE 00 17 9a 2¢ 21 56 00 1617 87 29 br 70 38 M...,'V ....).. 8
0030 aa aa 03 00 00 00 08 00 46 00 00 20 56 dd 00 00 ........ Fui Mo
0040 0L 02 ed 98 a3 11 4d 56 of ff ff fa 04 04 00 00 ...... MV o
0050 16 00 fa 04 of £f £f fa 00 00 00 00 00 00 00 00 +vvvuvvs vevvnnis
0060 000000 OOOOOO358d 3888 ... 3 B

B 4.2.12 3+ ¢ F4L |EEE 802.11 # - Duration(## 5 p= &)
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at = (Address ; 6 = k) 1 (40T B 4.2.13 #757)

80211 42 5 4 MAC =i » 2 b6 B> % {7
LA B MAC =k - 4 B MAC s ff 40 % #7757 22 To Ds
2 FromDs - A2 fie > 3 27 Parfed (A0 &) aauEAl S 93 T8

& wB_KGRER = hk (SA T Source Address) ~ B e 25k (DA : Destination Address)
3% 34 - uk (TA @ Transmitter Address) ~ %< 7 42 =1k (RA : Receiver Address)
11 2 BSSID(BSS ldentifier) ; # ¢ &% TRl B yc TRl epizn il ¥ £iv 5 ¢ 4
AP 7 MAC =4t o

# 1.4 7 f To Ds ¥ From Ds 45 fie chizphiff iz b %

To Ds From Ds a1 a2 >4t 3 >4t 4
0 0 DA SA BSSID 7 i
0 1 DA BSSID SA 7 i
1 0 BSSID SA DA 7 i
1 1 RA TA DA SA
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nouIce Lgsunanon rromcot 1n1o

32425 163.17.77.86 239,255 ! IGWP V2 Memnership Report

87688  D-Link_ca:6L:7f Broadcast
¢
[ IEEE 802,11
Type/Subtype: Data (0x20)
= Frame control: 0x0208 (Normal)
version: 0
Type: Data frame (2)
Subtype: 0
& Flags: 0x2
DS status: Frame from DS to a STA via AP(To DS: 0 From DS: 1) (0x02)
. 0.0 = More Fragments: This is the 13e"

IEEE 802 Beacan frame, SN=143, FN=0,BI=100, SSID: "HIT"

. = oetfer flag: Not strictly ordered
burationf g
Destination address: 01:00:5e:7f:ftita (01:00:5e:7f tita)
BSS Id: D-Link_2c:21:56 (00:17:9a:2¢:21:56)
source address: Msi_87:20:bf (00:16:17:87:29:hf)
Fragment numoer: 0
Sequence number: 911
H Frame check sequence: 0x358c3888 [carrect]
(Good: True]
(Bad: False]

fickt R

0000 00 00 18 00 ee 58 00 00 10 02 85 09 a0 00 cC 9c ..., i s aaes
0010 3a 00 00 30 35 8d 38 88 08 02 00 00 1. 05,8, P
0020 (jiili) 00 17 93 2c 21 56 001617 87 29 br 10 38 ...,V ... )., 8
0030 aa aa 03 00 00 00 08 00 46 00 00 20 56 dd 00 00 ....v.n. FooVi,
0040 01 02 ed 98 a3 11 4d 56 ef £f ff fa 94 04 00 00 ...... MV
0050 16 00 fa 04 ef £f £f fa 00 00 00 00 00 00 00 00 +vvvvivs wvvvnnnn
0060 00 0000000000358 3888 ... 5.8

Bl 4.2.13 4+ ¢ F IEEE 802.11 #§ i=- =t 4§ i address
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B 7= #1(Sequence Control 5 2 == %) ¢ (4T B 4.2.14 #757)

BAFdlff i 8 et RiEfTe s BT A 25 A B o w812

i 7 e E 75U (Sequence Number)£2 4 i i mm“ﬁ;ﬁi@% (Segment Number) -
— BUR O T R T ] F]pt J'rs R % - B ety o 3
E 'l?""gfﬁ\m”-ﬁ);%{/ﬁ% ﬁ_?%*ﬁkf—rkrﬁﬂi‘d g’}l' | ’ u,gjg_ni{;%p ,uﬂ}’{l;}j%,\

Pl P R EREE e S v koo

Source Destination Protocol  Info
239,253,255,250
87688  D-Link_ca:6Li7f Broadcast IEEE 802 Beacon frame, SN=143,FN=0,BI=100, SSID: "HIT"
¢

[ IEEE ¥0Z.11
Type/Subtype: Data (0x20)
= Frame Control: 0x0208 (Normal)

versions 0
Type: Data frame (2)
Subtype: 0

o Flags: 0x2

DS status: Frame from DS to a STA via AP(To DS: O From DS: 1) (0x02)
0.. = More Fragments: This is the last fragment

voo 0o = Retry: Frame is not heing retransmitted
vl o = PWR MGT: STA will stay up

0. ... = More Data: No data buffered

ol = Protected flag: Data is not protected

Ovev voww = Order flag: Not strictly ordered
puration: 0
Destination address: 01:00:5e:7f:ff:fa (0L1:00:5e:7f:ff:fa)

RSS Tr: N-link_2c:21:56 (00:17:0a:7¢:71:56)
source address: msi_87:29:hf (00:16:17:87:29:hf)

Fragment number: 0 AT

Sequence number: 911
= Frame check sequence: 0x358d3888 [correct]
[Good: True]
[Bad: False]

0000 00 00 18 00 ee 58 00 00 10 02 85 09 a0 00 cc 9c ..., A Tt
0010 3a 00 00 30 35 Bd 38 88 08 02 00 00 .03, 8 F
0020 0017 9a 2c 21 56 00 16 17 87 29 038 l ...... 8
0030 aa aa 03 00 00 00 08 00 46 00 00 20 56 dd 00 00 ........ F.. Vi,
0040 01 02 ed 98 a3 11 4d 56 ef £f ff fa 94 04 00 00 ...... MV saaiaaan
0050 16 00 fa 04 ef ff £f fa 00 00 00 00 00 00 00 00 +vvvvvvs vuvvnn,
0060 00 00 00 Q0 OO QO358d 3888 L. 5. 8.

Bl 4.2.14 31 ¢ 78 |EEE 802.11 i~ R 7|47+
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424 e 4h %

7op % £ (Data ; <2312 =~ )

BEATRF TR A E e A2 TRE B BEAE TR
RFS & 37 LLC F K 8022 2 H i b RAREE AL 0

2, —

MA@ =) (40T B 4.2.15 4

) 12 CRC-32 = X $ F {2t (7 48 300 il

Info
LMH vZ membership
IEEE 802 Beacon fr_ame,SN;143,FN=0,BI=100, SSID:

Protocol

239.255.255.250
Broadcast

87688 D-Link_ca:61:7f
¢
[ TEEE ¥0Z.11
Type/Subtype: Data (0x20)
= Frame Control: 0x0208 (Normal)
version: 0
Type: Data frame (2)
Subtype: 0
= Flags: 0x2
DS status: Frame from DS to a STA via AP(To DS: O From DS: 1) (0x02)
0.. = More Fragments: This is the last fragment

"HIT"

= -
"

2o Retry: Frame is not being retransmitted
von0 vues = PWR MGT: STA will stay up
L0 = More Data: No data buffered
0., = Protected flag: Data is not protected
0.. = order flag: not strictly ordered

RSS Tt n-link_7r:71.ﬁﬁ (00.17.Qa.7r.71.ﬁﬁ)
source address: Msi_87:29:bf (00:16:17:87:29:bf)
Fragment number: 0
Sequence number: 911
= Frame check sequence: 0x358d3888 [correct] 18ET

[Good: True]
[Bad: False]

0000
0010
0020
0030
0040
0030
0060

00 00 18 00 ee 58 00 00
3a 00 00 30 35 8d 38 88
(ilE 00 17 9a 2c 21 56
aa aa 03 00 00 00 08 00
01 02 ed 98 a3 11 4d 56
16 00 fa 04 ef ff ff fa
00 00 00 00 00 00 35 8d

10 02 85 09 a0 00 cc 9¢
08 02 00 00

00 16 17 87 29 0 38
46 00 00 20 56 dd 00 00
ef £f £f fa 94 04 00 00
00 00 00 00 00 00 00 00
38 88

B 4.2.15 4t ¢ T IEEE802.11 #§ i+~ & & 75
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4.3 IEEE 802.11—MAC % = =_

802.11 *Ftré.L 4 E & OSl 7

HEIE G N B A LA - B BV N

P H A 2 MAC + & R > m H

MAC + &
¢ (PCF ; Point Coordination

Function)_m" NV - BRIEARG RS

¢ (DCF ; Distributed Coordination

}7

o

Function)en= 3

Protocol ~ Info

TCP segnent of a reassenn(ed POU|

T = e A

vool vevr vevs wes = DB Antenna Signals True
v o0 vees v wos = DB Antenna Noise: False
Gl ok o el G o o = FCS in header: True
Qb elon, i, haieh, ot bl = Ext: False

B Flags: Ox10
i Sl =|CFP: False g&xﬁﬁiﬁ *ﬁﬁj
. +.0. = Preambler Cong
o 0., = WEP: False

oo 0.0 = Fragmentation: False
vl = FCS at end: True

o0, vovs = Data Pad: False
Data Rate: 54.0 mh/s
Channel: 6

Channel freguency: 2437
& Channel type: 802,11y (pure-g) (0x00c0)
voolon = Turho: False
00 wus = Complementary Code Keying (CCK): False
Lo o, = orthogonal Frequency-Division multiplexing (OFOM): True

v Lo wie = 2 GHZ spectrum: True
vl e v = 5 GHZ spectrum: False
vo 0o v e, = Passive: False
b 10N = Dynamic CCK-OFDM: False
O.M -mmmmmw%mmmﬂmmm

851 Srgna] -47 dBm
§5I Noise: -100 dem

cimmal Analatie Q6

B 431 -7 /afkd b
g9 Aas g (PCR) g r ’re"'v?;’% Hend dood 153 Rtz K (Polling)
%Lﬁ‘ia@ﬁ’;‘p A L) #‘éﬁpﬁ‘—&g@\p,fma i d AP
147{515 » Tt PCF 2% f;&’ ¥t A Infrastructure #RFEB PCF £t
#’“%Eé_’rwa’%ﬁbj C R AR B M Flpt Bt s 5% (Contention
Free)shi@ix » & % ¢ 5 pidi % 2 o
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IR AP (DCR)d & g L ahi 3 4pd Lo 4 fatik
i ;% (Contention) 1% i¥ #+] - f % §£_Ad hoc & Infrastructure &5 - + —

BRIPIME FEB A H1ieR Eﬁ’:fjfaiﬁ * CSMAJ/CA(Carrier Sense
Multiple Access with Collision Avoidance ; $ it & #] 5 € v P~/ RidE #F 4. )38 (7
WAL TE R o

g d g ﬁ%] st

PCF 4.3 % cri@ (vyi 84T B 432 %77 B2 Ve~ 3L B 2w
BAH LN RIRER AT N TR ERE ok RFEFE- B
WA= I (2 & PIFS 5 PCF inter-Frame Space)fs » 4o % FE TR B R
FAMBLARE B - R K T § 0 - Bk v 3uiz(Beacon) k fads 4 L
Jod ARt o LU SRR R FRERT HEK S
G B S FHE o UL L SEALREY TP p FRFTEE A

LIS PG BAFR fléﬁ’%%é@ FH BRI N OE e~ g e
K?Q@**H*’ﬁx“‘é%?a b LR R R
- i & 3% % & (CF-End ; Contention Free End)# #1342 > @ 5 & pb =t & 3%
3\%?}; ’ 31’33-)‘ ¥ - :Emm—lﬁﬁ}a o

[ﬁﬁl%ﬁ?@% ]

15— EPIFS - @ YES N

‘R
} N
wgs . YES
TH?
NO
. SRILICE End (RS R R B
B Beacon (B 5 WIB AR Sy AR
FEH) 7

B143.2 B¢ 422 PCR(L X)) 18 (Fiidm
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4.4 CSMA/CA i& iTinfg
441 DCF_CSMA/CA #+4] : A4t a#n (RIHY)

1AW 441, L RIeTi * iR L35 W4 g * o GRIHAEF S DIFS
PERF 4 b - BP0 F A e plad T - o

2. BEAEN RIS #¢ Lt 27> BEBEFTH -

3 A& fcsh e T RTS 41 ¢ {4+ § & SIFS(Short IFS) 8 p v & CTS( Clear To
Send) #fte L@iEg -

4 ﬂ=f'¢'>]{_—7fl CTS ,-t‘j's ,; ’ grgg.&;fgi;?‘}i o

b . zz 3§ € v & ACK(Acknowledge)dt & & i /a3 ¢+ F @i =8 At
7] ACK %t # JT*/JLIEE%EI’?E'J% H £ FTH 4 o

442PCF CSMA/CA 4] : 7 2asa (LEMIHES)

1.2~ CFH.NpF > AP ¢ % Beacon 41 © 4v » @ * CFH;\enpFfFF o % b
SATERIA S o g M e 2 W P S FRER .

2 AP B 4 ik PR 3RFE g B [CF-Poll 14+# thinsa b 23 5 23 & @
EFH o ok ,éL_PE]FF P s THE B E s AP g%;J{ @
— AziF ) ’ﬁié[DatamF_Pou] Hé o
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[%ﬂ%ﬁ% ]

AN - T

NO

S5 TVERIFR W YES 5
B NO \\l/

N2
SRR W YES J
NO
HREN |

B 4.4.1 CSMA/CA & ¥/ 4%
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IEEE802.11 civit t=fF Fp P FF F] 5 A= A 3 o 5 S A7558 > £ & AR F en
WAz A AR R IR PR § A%® > 0T §_IEEE802.11 84 T At % & %
B

1. SIFS (Short IFS) :

TR IE 0 F Rz w0 AR A - R RBEN4E
(RTS ; Request To Send) ~ 7o3F @:ix 2 +=(CTS ; Clear To Send) ~ v &3t
+=(ACK ; Acknowledgement) % - #|ag A {2 @ F & 513 & FenpF o p
FAIFEd W E G RF HE R M FP R el e o

2. PIFS (PCFIFS) :

FE G PCFBE U A BBERLH TR FIPR -
3. DIFS (DCF IFS) :

FiF* DCF @i Nph> A B dw e £ Fapl o
4. EIFS (Extended IFS) :

AR E BRI 2 FER o

AN F IO L &< R 5 SIFS> PIFS>DIFS>EIFS » fF [ pF A A%
B FlL R FORRE Y RO AR S R ARG EBALE
BHAER o T A AN FRiEF IR AR Yk NEFIEFERF &
ST A R G R PR R LFEN L p R DR
(SlotTime) & & F§; 12 802.11b/g £2 802.11a = & ] SIFS P& 4 %] 5 10us
g 16us > @ &R IR L EEOPE P A A BT 5 20us £2 Qus o Flut A TR
7 PIFS & %] 5 30us ¥ 25us -
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Z 15 IR iR dE

WHEF IR | 802.11a | 802.11b/g * iR 1
SIFS 16 10 RTS~CTS-ACK BB
PIFS 25 30 PCF & i# i 5¢ F
DIFS 34 50 DCF @& i $i5¢ ¥z
EIFS 43 70 AR B i

50 B A @ AR DE 4 o CSMA/CA £ 38 % #13) i3 pF i (Backoff Time)
ke FEF > VEFTY PEEHBAL > UELAL PR OTERT > 2o
REGS AL PR TR ERARSF S B ejer 4 £ THTRE o
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IFRPE At B L vy B (Slot Tine) & 8 o 3F B oivp ficds B AL S SR
A% (CW ; Contention Windows) » 2 4R ¢ 4™ & #7571 > ik & S0F A 7
e =i ficd # ek 0 802.11b/g 2 802.1la ehfE Rl 4 k> & B =X
BoAk § o R R OFRAREE TR PR A% o

%16 £ BT HEFHIART #@15 R %

Hiw 802.11b/g 802.11a
e 0~31 0~15
Y- ¢ 0~63 0~31
S-S g 0~127 0~63
S 0~255 0~127
Py 0~511 0~255
$1%E 0~1023 0~511
%I Gt D 0~1023 0~1023
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45To DS/ FromDS 4t# 4 &

4o Bl #7om 0 & £ 29 To DS, /From DS 4p R 31 4, » 2L3% Source i@i&‘;%(@;iéi.%)
¢ Destination P 8 (35 ]c:8)ied B = P =h s (be~B° &7 1)
T TS %A B B IEEEB02.11 2 ¥ chFlags FALiE 7 A A (o~F 7 fRom 2)

BT G ocnfid T R A g Rz s ok o BRE Flags TR Y g
PTG PERER S0 2as (o~B ¢ 7 3) > 5 = i&4]:20000 0010

F i\ k{8 e 0100 0000 iff’ﬁ— B#ciE % ToDS: ) ~% - B #iE
A& FromDS: 1 $#B®? BRaiRv Fo kS E(@o~B7 %7 2) -

xH? ToDS: O /FromDS: 1 #r# £ (03 & E8L 4030 2 5@ kagnndz o

74l 10 29.peap - Wireshark

File Edit View Go Capture Anslyze Statisties Help

B W ee e oB@ x % 8 R« 27 ¢ BEaaal gm0 x| @

HMr|((w1an.Fc.ds == 0x00) || C(wlan.fc.ds == 0x02)) ~ Expresion. Clear Apply
Time Bource Destination Protocol Lnfo 2
4La.TUSud LULE _di.Ud. o LRAJ  LEEE OW& ACKTIUW TEULEIENL
414, 968004 :mte? ab 6a b8 (RA) IEEE 802 Clear-to-send
414. - (RA) IEEE 802
BLO7F07 414.969576 Intel ab Ga:hs (RA) Clear-to-send
BL9709 L 970154 Intel_ab:6a:b8 (RA) Clear-to-send
819711 414. 970457 Intel_abh:Ga:h8 (RA) IEEE 302 Acknowledgement
819712 414.970658 D-Link_dé6:ab:3b (RAY TEEE 802 Clear-to-send
8197135 414. 970687 163.17.77.10 163.17.77.100 TCP 1133 > microsoft-ds [ACK] Seq=96418 Ack=22062168 Win
519714 414970722 D-Link_dé:ab:3b (rA) IEEE 302 aAcknowledgement
819715 414570205 Intel_ab:6a:h8 (RA) IEEE 802 Clear-to-send w
»
= IEEE 802.11 W

Typessubtype: Data (0x20)
= Frame Control: 0x0208 (Mormal)
version: 0
Type: Dpata frame (20

DS status: Frame from Ds To a sTA wia AP(To DS O)From 0s:l1h (Ox02)

Mmore Fragments: This is the last fragment

Retry: Frame is not being retransmitted

PWR MGT: STA will stay up

more Data: Mo data buffered

P protected flag: Data is not protected
Oove wuns = order flag: Mot strictly ordered

puration: 140

pestination address: Intel_ab:6a:h8 (00:0e:35:ab:6a:b3)

B35 Id: D-Link_df:ab:3bh (00:15:e9:d6:ab:3k)

Source address: Lite-onC_56:3f:f4 (00:02:e3:56:3F:F4)

=1
T I I I |

~
=

0010 52 00 00 30 e4 1a 1b ca O BC 00 00 De 35 ah -~

0020 6a h8 00 15 e9 d6 ab 3b e3 56 3 f4 e0 05

0030  aa aa 03 00 00 00 08 00 00 00 28 21 25 40 00

0040 80 06 f9 19 a3 11 4d Oa 1 4d 64 04 &6d 0L hd

0050 7e Qa 54 1E 59 ad 52 8d 50 10 £f ff 4a 26 00 00 .

T Af A T T - b

Protocol f]_aﬁ sw]an f]_aﬁ lh\l‘he F: 1018443 D: 1014387 M: 0

B 451 3¢ F42 ToDS, From DS 3t =

0%
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tHEB~T| gt e ) 542 TODS & FROM DS &hif » £ 4 chieii 3
AR 0 LT Hr }E]ﬁ"q’: TN 5

(@) TODS=1, FROM DS=0 p# » i % ¥ - B & % F| A 4758 % Aenifz o @
gk 1~4 chp % A u) G

a1 BSSID
a2 0 SA(K R = ht)

=ht 3 DA(P g = ht)

Na. . Time Source Destination Protocol Info
10 P ; ICHP

01n0) reply

= IEEE 802.11

Type/subtype: Qo5 Data (0x28)
= Frame Control: 0x0188 (Mormal)

version: 0 - 5
Type: Data frame (20 ﬂ ﬁ';l E #"

Gt o  ToDs=1 FmDi=0 T e

DS status: Frame from STA to DS wia an AP (To D3: 1 From Ds: 0) {(0x0L)

.0.. = More Fragments: This is the Tast fragm
... 0... = Retry: Frame is not being retransmitted
0 L. = PWR OMGT: STA will stay up
.00 ... = More Data: No data buffered
0., ..., = Protected flag: Data is not protected
[ I = order flag: Wot strictly ordered _
Gifarhis o ’ g TO - FROM DSHIE& BNt |- 4FRAE
B5S Id: D-Link_ZcC:2li56 (00:1/:9ar2ci2lihen)
Source address: askeyCom_3b:eb:13 (00:1b:%e:3b:eh:13)
pestination address: Msi_87:2a:9b (00:16:17:87:2a:9h)

Fragment number: o

sequence number: 3856 To Ds : From Ds {1 3t 1 : i 1L 2
= Frame check sequence: Oxdeohechs 0 -

[Good: True] 1 d 0 jﬁﬁﬁﬁ

[Bad: False]

B QoS Control
Crinrityw: N fRact CFFarth (Rast CFFart?

0010 60 00 00 3a 56 0L 2C 00 00 17 %a 2¢ .. ........
0020 21 56 00 1h Se 3h eh 13 00 16 17 87 2a Sh 00 T1  Iv...;.. ....%...
0030 00 00 aa aa 03 00 00 00 08 00 45 00 00 3¢ 36 fa  vvvvrens .. E..<6.
0040 00 00 80 0L 23 2h a3 11 4d ob a3 11 4d 68 00 00 ....#+.. M...Mn0..
0050 Ze 5C 02 00 25 00 61 62 63 64 65 66 67 68 60 6a  .\..%.ah cdefghii

B 452 3¢ 742 ToDS=1FromDS =0 iz
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(b) TO DS:O, FROM DS=1 Bi: A4 {i’!\_ 3 /'['f\Ao\ ¥z ;\; /:l‘ R B E—h"_,‘qz‘ ‘fE_ .
e hl 1~4 hp F A w) S

=nt 1t DA(P ed = 4h)

=4t 2 ¢ BSSID

=4k 3 SA(K R = at)

No. . Time Source Destination Protocol Info
10279 116, 943009 163.17.77.110 163.17.77. 1] 1227

Type/subtype: Qos Data (0xZ8)

= Frame Control: Ox0288 (Mormal) -
version: 0 ﬂ &" g ﬂ*‘

Type: Data frame (2)

subtype: 8 ToDs=0 ;FromDs=1v REOUARESFORE.

B Flags: Ox2

D5 status: Frame from DS to a 5TA wia APCTO DS: O From Ds: 10 (0x020

.0.. = More Fragments: This is the last fragment I

... 0... = Retry: Frame is not being retransmitted

a0 = PWROMGT: STA will stay up

.00 ..., = More Data: Mo data huffered

.0.. .... = Protected flag: Data is not protected

[ = order flag: Mot strictly ordered .
puration: 44 : / TO - FROM Dsmfﬁﬁﬁgfﬁﬁtl"ﬁﬁ?ﬁ
Destination a00ress: AsKeycom 3biehils (o01bsersnenisy] | IR
B35 Id: D-Link_2¢:21:96 (00:17:9%a:2c:21:56)
source address: Msi_87:Za:9bh (00:16:17:87:2a:9hk)
Fragment number: 0

Sequence numbar: 2233 e
= Frame check seguence: 0x9c477c3a [correct] From Ds L L

[cood: True] ] . 1 LA

T T

BSSID

SA FER

[Bad: False]
= Qo5 Control
priority: 0 (Best Effort) (Best Effort)

Lo P g |

0010 1b ©
aozo 17 9a 5 1 Ja

0030 4 aa aa 03 00 00 00 08 00 45 00 00 28 b ..B LB
0040 40 00 80 068 80 82 a3 11 4d &e a3 11 4d ob 04 ch @, M. LML
0050 01 bd 18 51 ko <1 56 Of 1le a2 50 10 ff £f 81 ec  ...0..V. ..P.....

ANEA AN A0 A0 AN AN A0 A0 0 e AT Fe Te 1

[EEE 802.11 wireless LAN {ulan), 26 btes P: 10416 D: 10416 1:0

Els

g? 7C 33

B 453 #t¢ 74 ToDS=0,FromDS =1 =
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(c) TODS=1, FROMDS=1 p# > * £ & - @G, 4g5" A 3@ ¥ - i BSS
N R I - I e 1 R S o N A ]

K
i
FA

: RA(F: e =4t)

a2 0 TA(# i 23 = 1t)

=5t 31 DA(P “d = 4h)

K
i
AN

D SA(k R hk)

No. . Time Destination Protocol Info
Xerox_aa:( ) B7:2a:9h 5, Tunc=RNR, N(R

= IEEE 802.11
Type/Subtype: QoS Data (0x28)

= Frame Control: Ox0B88 (Mormal) R
version: 0 ﬂ ﬁ'] E ﬂ*

Type: Data frame (2)
subtype: 8 ToDs=l FromDi=le 50T NS —{H BSS A
= Flags: 0xEB
D5 status: Frame part of wbs from one AP To another AP %D sl from pei 17 (0x03)
.0.. = More Fragments: This is the last fragment
... 1... = Retry: Frame is being retransmitted
0o = PWR MET: STA will stay up
..0. ... = More Data: No data huffered
J0.. ..., = Protected flag: pata is not protected
| = order flag: ot strictly ordered
puration: 55126
[TECETVEr 00TESS: Do L2 D e I o e e a0 En ) . = . —
Transmitter address: D-Link_2c:21:56 €00:17:9a:2cC:21:56) f TO ;,EROM Dsﬁfﬁémgfﬁhbl 4§E7ﬁ
pestination address: Msi_87:2a:9b (00:16:17:87:2a:9h) Tr
Fragment number: O
sequence number: 3754
| source address: xerox_aa:03:00 (00:00:aa:aa:03:00)
= Frame check sequence: Oxddefdfed [Tncorrect, should be 0x71ldge36z2]
[Good: False]

[ad: True] TaDs ' FromDs {11t 1
= Qos Control 1 I i I
priority: 0 (Best Effort) (Best Effort 1 : 1 RA : TA : DA - SA
n = Fh=p* <arvice nerdind

0010 dd

0020 00 16 17 87 2a 5b a0

0030 03 08 00 45 00 00 28 4d e - LEL L

o040 S5ap a0 34 caas 1l 4dée a3 1l 4d 0bh 04 ch L..l4L L. M. M.

0050 01 bd 18 50 h3 83 54 &7 4 57 S0 10 ff ff e3 9d  ...P..T. .WP.....

[alal=1al (AT Ta B e B (A B A TA N A TA NN a Ta B a Ta Al cF AF A it

[EEE 80211 wireless LAN {wlan), 32 butes P 10416 D: 10416 M:0

B 454 #ts 4 ToDS =1,/ FromDS =1 1=
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(d) TODS=0, FROM DS=0p& > i* % £ - B BSS>d - i@ T - &

Ao @ it 1~4 chph B B G

=nt 1t DA(P ed = 4h)

b 2 0 SA(k BEd - al)

=4t 3 ° BSSID

ht 4 A

No. . Time Source Destination Protocol Info
IEEE 802 QoS CF-Ack + CF-Poll (No data),SN=2649,FN=1

B IEEE 802.11
Type/Subtype: QoS CF-Ack + CF-Poll (No data) (Ox2f)
(= Frame Control: Ox7CFB (Normal)

version: 3 4
Type: Data frame (2) L] ﬁv i a"
5 ;‘#:;g?eg;; ToDs=0 ;FromDs=00 | [—HDSS » F—a RS 59— 5 i

DS status: Not leaving DS or network is operating in AD-HOC mode (To DS: O From DS: 0) (0x00)
.1.. = More Fragments: More fragments follow

... 1... = Retry: Frame is being retransmitted

ool ... = PWR MGT: STA will go to sleep

..1. .... = More pata: Data is huffered for STA at AP

J1.. .... = Protected flag: Data is protected

0vvv vuw. = Order flag: Not strictly ordered
puration: 22875 ? 4 T_‘O 3 FR_L\'OM Dsmﬁg%gﬁii]lﬂ%ﬂﬁ
Destination address: 15:a8:d8:a3:d4:ac (15:a8:d8:a3:d4:a¢) mﬂgm"ﬁ

source address: 91:a2:dc:bd:fesed (91:a2:dc:bd:fe:ed)
BSS Id: 98:69:c0:cB:1a:24 (98:69:c0:¢8:1a:24)
Fragment number: 1

Sequence number: 2649

= Frame check sequence: 0x7dde065h

R R

From D=
[Good: False] 0 ' 0 CA : SA | BSSID TER

[Bad: True]

= Qos control
Priority: 1 (Background) (Background)
Ack Palicy: No Ack (0x01)

Y CLROTAr e L I (o Y r

0010 5d 00 00 3e 7d de 06 5h 59 15 a8 dB a3

OlPivEcld ac Ol a2 dc hd fe ed 98 69 cO cB 1la 24 91 aj

0030 03 00 00 00 OB 00 45 00 00 28 6c 51 Q
0040 40 00 80 06 ad e2 a3 11 4d 6e a3 11 4d Ob 04 chb  @....... Mn. .M., .

0050 01 hd 18 50 3b 02 54 32 77 ¢6 50 10 ff ff a% 65 ...P;.T2 w.P....e
r(mo:n AN AN AN AN AN AN nn AN 7d Adn NG Ch 717|'
IEEE 802.11 wireless LAN (wlan), 26 bytes P: 10416 D: 10416 M: 0

B 455 3¢ 74 To DS =0, From DS =0 1 {=
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4.6 Duration #t¢# 4 %

t3té FH Y B Duration (FFFF)FH A F » @5 AT 5 ot
*EHITH 5 doBeus) o w - £4190100 11001000 1110¢ ¢k ke

oo od A ate FEEE S 0 3 A ’ﬁ%éﬁ/ FHahigs o Fp 8
A N A F 4R B & % 1000 1110 0100 1100(2)’ FiER Y ST ot
e 4] 5 36428 (=32768 + 2048 + 1024 + 512 + 64 + 8 + 4) > $H®

Duration 3t 7 F 3|4p e BB (do~Rl°® &7 1) °

T e e
1479 102.367775 163.17.77.110 163.17.77.11 TCP dns2go > microsoft-ds
\

¥ RACTOTap Header vu, Lengtn 24
= IEEE 802.11 QoS Data, F1ags ...... F..
Type/subtype: Qos Data (0x28) 463 ﬁu/z ﬁ;-'{‘l ﬁm
= Frame Control: 0x0288 (Normal) 4c 8 —=>8:4
version: 0 ¢ oe(ie) € aC(16)

Type: Data frame (2) 1000 1110 0100 1100
subtype: 8 z 32768 +2048+1024 + 512+ 64 + 8+ 4230428
oL |

(48 Flags: 0x2_ Lo S
| Duration: 36428 e ——— PSS
Destinatior\address: hd:1la:9e:3h:eb:13 (b4:1a:9e:3b: eb 13)
BSS Id: D-Link_2¢:21:56 (00:17:9a:2¢:21:56)

Source address NMsi_87:2a:9h (00:16:17:87:2a:9h)

Fragment number:
Sequence number: 3949

09 c0 00 db 9¢c ..... e
b4 1a % 3b  R..7.xez ..M...;
2a 9bh do f6  ..... AT A AT

o
0000 00 00 18 00 ee 58 00 00 TB.¢
0010 52 00 00 3f ¢9 78 65 5a 88
0020 eh 13 00 17 Ba 2c 21 56 00 16

B 4.6.1 3t T4 5 pr & (Duration):t =

Duration(#% $ pF i) i B @ 07 5 7 Fe e 32> 5 F BLETPF i%-F (Reserved)
WAETER AL BREBEFIH AT FEIDRY o
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#. 1.7 Duration / ID # i+ ¢ #cit (X & chpF

0
0

I 0 k3

T Y 1 B S i

f L 008+16383 | BE

¥R % K5 A’ d 4C8e(16 15—?}; )%;\ 21&?};] ""-‘ic"’frv » % 1514 B =~
% 10(1000(2) ) % 0~13 == % 3660 chL 4] » FpL i (men* 22 F T
o RWTRE -

¥ - Bite FA(deR 4.6.2)

Afpre g —ﬁ- —F— ¥- Eite T ﬁ—g— To DS,/From DS ~ Duration 4p B 3
oo Ao T B AT 0 A Flags T et 2 B2 FIFA O 1 e >0000 00015,
(4c~B 7 &1 A2) 4pk {8 >10000000 » £ #+pe @ B Fffs v 73]
A ediciE > ToDS =1 ~ FromDS=(Q (4~ B * &+ Al)-

x ¢ ToDS: 1 /FromDS : Q#rix & 03 & F_ & &% ) 4 4730 % svesn

e .

@ Duration m?‘ L ,; 2C 00¢6) (4=~m®l ¥ 1% B2)——>0010 1100 0000 0000,
vl 8 e N ﬁi’»—;l FLK g % 7 0000 0000 0010 1100y # 3|+ i&
] & 44(4c~ B ¢ Jf;'%-—r B1) -
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10 29 peap - Wireshark

Fle Bt View Go Cophme Anabye Stfistis Help

g8 pBx%E BesoF8 EEQAQAQD §DHX 8
Filter:‘ v Evpression.. Clear Apply
No.  Tig Sore Desnaton Pobeod  lufo 3
CJEUOW L4, 104074 U=L IR Ut dilb al LRAL S LEEE AU Liked] —LU=2EU
252681 192, 582920 163.17.77.10 163.17.77.100 TCP 1118 » microsoft-ds [ACK] Seq=138731 Ack=B4658900 Wi
252682 192, 583023 D-Link_dé:ah:3h (ra) IEEE 802 Acknowledgement
252683 192, 583259 Intel_ab:6a:h® (RA)  IEEE 802 Clear-to-send
232684 192, 5 ] 163.] 10 C TCP Segment of a reassemiled POU
252685 192, 583305 Intel_ab:6a:b® (RA)  IEEE 802 Acknowledgement
252686 192, 584010 D-Link_d&:ab:3b (RA) IEEE B0Z Clear-to-send v
?
 Frame 232684 (283 bytes on wire, 283 fytes captured)
# Radiotap Header w0, Length 24
o IEEE §02.11
Typa/subtype: Data (0x20)
B Frame Contrals OxOL08 (Normal)
varsion: 0
Type: Data frame (2)
Subtype: 0
5 Flags: 0x1 1
DS status: Frame from STA to DS via an AP (To DS(:)From DS:(:) {0x01)
.. = More Fraguents: Tnis 1s the last fragment
vove Oo., = Retry: Frame is nat heing retransmitted
v = PR MET: STA will stay up
0o wivs = More Data: No data buffered
.. = Protected flag: bata is not protected
ar flag: Mot strictly ordered
Duratmn. gi
B55 Id: D-Link_d6:ah:3b (00:15:e9:d6:ah:3h)
source address: Intel_ab:6a:h8 (00:0e:35:ab:6a:h8)
pestination address: Lite-onC_56:3F:F4 (00:02:e3:96:3F:F4)
Fragment numbar: 0
Seguence number: 3772
# Frame check seguence: 0x176clcdh [corpect] v
ﬁ :
0000 00 00 18 00 ee 38 00 00
(010 4f 00 00 48 17 6c Lc dh
(020 ah 3b 00 0 35 ab fa b8
0030 aa aa 03 00 00 00 08 00 46
(040 B0 06 27 dd a3 11 4d o4 d4d 0a 01 bd 04 Se
NAEA AN Fhomm TF R AR k2 0k Fﬁ T8 A0 AT TR Ta 00 AN nfA o ¥

Ducafion teld. (wlam drstion), 2 bes P: 410957 D: 410957 . 0

@B 4.6.2 To DS, From DS ~ # 4 p# /¥ (Duration):t 4,

mgﬁ? ToDS &2 FromDS & * &4 — 42> % ToDS =1 4 7 i {= 8 & @i 7
> Hcis s kv From DS =1 4 7 i3
“P;; To DS “From DS 7 iz

74—\//[/< fs{;} ,': @ j\ T W ':’J/”Jz:}‘\ 1.2

a0
ER A A



$IF BFRH

5.1 Ad Hoc #:5¢

1. 43 2 NBEzeqa%sa-NB iz "'J*”?&SbFﬁ}é’zTCP/IPé’np\g’ﬁzs—
IP i=ht3k 2 24 e B (4o~IP i=xk : 163.17.77.20 ->NB % 4| T
s a~ 163.17.77.22 ->NB £ 23] T & b) FPREFAS AR RaRk T - B
SSID=qwe H - fpPF (4B 511 ¢ &7 @) LA T%b ez 2ty @@
SSID % Fefin T (4o 5.1.2 ¢ 557 a) > BhiE AL E RER B
B2 AR RRFE > R Ep FNRE LT % adpk HSSID

P dop B (4B 5.1.3 #roT ) o

)

/ NB 4 7 %4 & Jigb
et _IP:163.17.77.22
IP:163.17.77.20 A

" Sl
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A RS A

(= | 13?!::{%#%&%7 SR

Tﬁﬁaﬁﬁﬂ%@)

SERE
EEE B EEY el
SHEARIEN * A% FEag  FEAER
O {EATTFIRE (RAFRIFEES QD)
8RB E): =
SRR B TRIHIEER @&ﬁfsmﬁ%u
©HFREIRZIEN (ad hoc) B C)
qwe Eir
_______ R [v] B EhisEi RIS EE RAERE L 0D
-
(FEw. | [ BBRe |[ A50 |
SHIB T RPRRAE IR ERASRTE -
([ ®e | mwE |
B 5.1.1 45:%% & Ad Hoc SSID % =-NB 44| 7 "% a

4 EDHIRER AT
—f | SRR | R

{EFR Windows FEEFTE HAEE LR RS S5 TE (WD)

o] FHA4mS (20

iR B B PO EEAR AE
FHAMEN © FiE T maE

18 F4ERE )
BEHEERE | LT I IR

il )

— — o —— e = o

TFHIET4EEE

O {HETTRRHER (RiF 2T R8N
D HigTrHigs (Eﬁ%%fﬁ} E‘Jﬁﬁﬁu

g (a... Fip [ (B

il | S Gl

[

FERE

| [ E

]

B 5.1.2 4:8%

] Ad Hoc SSID 2% %-NB % 2z

~h Rt
i‘] U

b
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(49) 2 59 1 RE 50

EE—HEGER

=T FE S P —EYR B AR s B A r S S R H i EER O

HBRITIE
R EFTEEREE
2 Birwet ML Es
iR "

> PR E AR

EE A
HE 1 E e

) TEPRRREER R

oy HERIREERIEE DLINETEST

({*)))
G BESEREEEE i T RS alll
«e dlink9 Fi ¥
i B3 RS aalll
oy HIT Fih ¢
? T AR anill

B1513 4%t AdHoc T @ s e e s A7 -NB £33 % b
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5.2 Infrastructure #c;% -i5:88 1 o AP

5.2.1 IEEE 802.11x #& %3 #3483 Bl &

13 % PC 2% /NB £33 T % 5 b R Ehf IP ht {5 > #3250

PC T %aff * DNS @& Pﬂﬂg?kfr;&_ ERGR TR LR T~ AP
%% F 5% L SSIDr AP x5 192.168.0.1 2 ¢4 > £.°802.11g Only Mode”
I it 7 8RiF Enabled 3% & R i 3% 4 |EEE 802.11g & % cn % & *
(4- @ 5.2.1) -

N o
J IP:192.168.0.10

s f ‘BB HE: 00:0f:20:70:b2:53

IP:192.168.0. 1
Biafyht: 0 J’IT

@\Q

IP:192. 168 0 20
w%ﬁﬂ: al:2f:.ca

IP:192. 168 0 30
“’%ﬁﬁt

NB2 2 % % fia ) .gJ NB 25 2 %0 % Jib

134



Building Networks for People U =3 y

D-Link AT BIUSY VA

High-Speed 2.4GHz Wireless Router

Home  LXO70Es 'To;ls 7§Jtus ]el

Wireless Settings

These are the wireless settings for the AP(Access Point) Portion.
Wizard

=

Wireless Radio: ) on O off

SSID: | infrastructure |

Channel: |5 | [] auto Channel Select

Super G™ Mode : | Super G with Dynamic Turbo v|

Jfiploss

TransmissionRate: | auto v | hi
o {Mbitis)

802119 OnlyMode: ) Enabled O Disabled

DHCP SSID Broadcast: () enapled O Disabled

SecurityMode: ) none O wEP O WPA-EAP O WPA-PSK
OVeo

Apply Cancel Help

Bl 5.2.1 45 3:%% 5| Infrastructure(802.11x i 31 1 %) AP 3% =_802.11g & %
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Bl 5.2.2 453 b Infrastructure(802.11x i
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A ) UK

2.t pE 4] & 0 TWindows B U 35 e ICMP 2 %4 iE 14 (4o ] 5.2.2) -
#- AirPcap #+ & & PC 7 "% B £z WireShark 3+ ¢ fic 2 (7853t ¢ o
ICHP S5 X
FIEF SRR IAT (OMn i ORI
T e R
FREFD).
* Windows BiKE W Fe 218 M ROR R Bk
P AR SR
% | gy | E W LA BRI
LR FLETEEESEREL BRTH
Wmhmﬁkhﬂﬁ?ﬂﬁ&ﬁﬁ%ﬁ B MAEHEDAR
TS Bl P SRR R
W LS E
WA EEn r
jat
EHSEE T s e R B
: S EEms R R 0 =
TR B e T R i g gl G
LT RR e | O
[ ®e | &E |
ICHP
(S ERER E ES S (CMP) » B8 L srmra
R et ( ZEEE. )
R
%%%ﬁ;ﬁﬁ%ﬁ%ﬁfs RS EERRENE ' (EERERER
[ ®e | =@ |

Z_ICMP



3FEFE® NB L3273 % aBif AP & 713 pv > 04 9 " 1 T% PC 7 %
Pt R ehpof o 3o 58 AP 3T LAN e SRR &S "Eﬁ g

R
@{i’g"’*’f NB £23| T b3 TR éf’ﬂ/zaﬁAP g ] e

LA NB LT Hap BERMAPREAP F o TR DERA
PE o i (9 s R+ 32 |EEE 802.11g 1 ¢hid 21 > X (4- ) 5.2.3) & ©
&AL m A AP QPE ~ % ¢ 1 802.11g Only Mode” # =% %> ] i
“'E'f@ﬁo ’f NB:\;A'J%N b“’xiﬁﬂﬁﬁ—i\mﬁpﬁfﬁ"u@
r?"“f~xérlEEE80211bﬁR$ fr i+ 4 32 |EEE 802.11g ¢330 = 58 (4o
Bl 5.2.4) » Flut &2 5 AP F 5 BT R

L R ENER AE

R miniERs | R

:E%ﬁc{?flﬁil
ﬂ Lntel{Fh PEOW ireles: Q20080 Netw

.FsmdP|

v ,@,Qus Backs
| | -
g G L A A TRRAS - ST EEE I
LHEEN. {1y ARIEBHTER(E -
et () * &) :
S ITEER S = [ {EFESRED
% [ERER 80211 ~|
[v] SEfRiE - TR
[V 35 EEss R
BFASEE - SEEEmIRIES, (S8
E&Eﬁﬁﬂﬁ+ﬁ@ﬁﬁ%ﬁﬁﬁﬁ
FEER - MEEER 02 11h = 202 11y SELRAERE -
GG 80210 ¢ (ESEREE H02.11b IO <
EEEE’*‘ 802 11g @ {E5BEMEER 002 11z #8935 -
WA T 6.1.3
Mo {adt : 00:0E-35:41:2F:C& NE%%E@%% a

[ ®e || ®& j

@523&%%%%”W%MMW%%2HX'ﬂﬁ%)ﬁﬁﬁﬂ\%2ﬂX§ﬁNB

A =22 ;“J
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L EpPas AE

vl .@,Fﬂg and P |

B 5.2.4 4%

& Infrastructure(802.11x &

b (o Packy
|<.—| —_—T
—— LU BiEEfis i m R HAA S - S — T IEEEERNA
TEW.. gﬁ’ B » RIEEHE - =
Fee AB(E) &) |
SENTRTE NG EES [ {EFRTEERE(
({BFEHY 802.11b |
[v]sEfRiE - T3
(] fEiEEERR R
$B0 - SELCEERIEST (EiRIEE)
IHFHIES -
202110 SISHER: -
T 802110 i -
EER 002112 # -
R © B.1.3
MAC fodh :  00-OF-35:AR-G4:B8 NE%EEﬂﬁﬁb
[ ®= | TA |

WL E) & AP 802.11X 4 39-NB

FA T b
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AP fadl & T R Mkt > AREE-Teate ¢ iR (T Filter ff iy
KT 7 L Source kA =h NB £ 52 3] € %o a(F 18 -nt_00:0e:35:al:2f: ca)
i% 1§ Destination B =3 e AP(F #8 =kt 00 17:9a:2¢:21:56):% 4 pF > g
i @I 2w e % o A E )ik A (4 5.2.5) ¢

*’%‘? & B gty = B-iE Clear B~iJ iB g {2 > % Filter # =% » NB £ 37
bmzﬁfaiﬂ Lo v @ard 3 AP R L3 IEEE 802.11g =il 3 5
ré%“ NB £ 323] @ % b “fe] IEEE80211b LLth R % AP

@ 3| PC § *a(4 ] 5.2.6) » + Tyt & ;2 g | G g gk, o

Filter 4 =4 4
(arp && wlan.addr==00:0e:35:ab:6a:b8) || wlan.addr==00:0e:35:a1:2f:ca

(Untitled) - Wireshark u m

Fle Edit View Go Coptue Anslyze Stisties Help S
B W e pE x s B @é@@?g;iy@‘e‘q

Fﬂmnl(arp&&w1an.add ==00:0e:35:ab:6a:b8) | |wlan. addr v Expresson.. Clear Apply

Source Destination Protocol  Info %
1492, 1o8. U, LU 192, Lbs. U, 2U SMb ECNO Respohse
192.168. 0 20 192.168.0.10 TCP 2134 > m1cr050ft ds [ACK] Seg=53 Ack 53 Wi
R Broadcast .168.0.17 92,168, 0.
Intel_al:2f:ca Broadcast ARP who has 192. 168 0.17 Tell 192.168.0. 20
D-Link_2c:21:56 Intel_al:2f:ca ARP 192.168.0.1 is at 00:17:9a:2¢:21:56
D-Link_2c:21:56 Intel_al:2f:ca ARP 192.168.0.1 is at 00:17:9a:2¢:21:56
192.168.0.20 1562.168.0.1 TCP 2200 > http [SYN] Seg=0 Len=0 MSS=1460
152.168.0.1 152.168.0.20 TCP http » 2200 [SYN, ACK] Seq=0 Ack=1 Win=40¢
192.168.0.20 192.168.0.1 TCP 2200 > http [ACK] Seg=l Ack=1 Win=17520 Le
192.168.0.20 192.168.0.1 HTTP GET /get/root.xm] HTTR/L.1
192.168.0.1 192.168.0.20 TCP [TCP segment of a reassemhled POU]
192.168.0.1 192.168.0.20 TCP [TCP segment of a reassembled POU]
192.168.0.20 1582.168.0.1 TCP 2200 » http [ACK] Seg=216 Ack=1201 Win=163 3
< 1 2
® Flags: 0x10 -
Data Rate: 54.0 Mh/s
Channel: 6

Channel frequency: 2437

@ Channel type: 802.11g (pure-g) (0x00c0)
SSI Signal: -51 dem
SSI Noise: -100 dém v

0000 00 00 18 00 ee 58 00 00 10 6C 85 09 cO 00 cd 9¢c  ..... R i
0010 64 00 00 31 9e 63 5d da 88 01 2¢ 00 00 17 %a 2¢ d..1.c]. ..,....
0020 21 56 00 Oe 35 al 2f ca ff ff ff ff ff ff d0 66 !
0030 00 00 aa aa 03 00 00 00 08 06 00 01 08 00 06 04 ........ ve'uuss
0040 00 01 00 Oe 35 al 2f ca c0 a8 00 14 00 00 00 00 ....5./. cveuunns

NACEA AN NN ~0 AQ AN N1 DA &2 A Aa ~ 1

File: "C:ADOCUME-1\ADMINI-'LOCALS~1\Templether XXX Xa02764" 353 = | P: 2119 D: 48 M: 0 Drops: 0

Bl 5.2.5 4£:%% 5 Infrastructure(802.11x if 2u#2 %) 4t¢ -NB %224 % %5 a g
Fla8 1) e g
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"' (Dntitled) - Wireshark

Fle Edit View Go Captue Analywe Stefisics Help

Fﬂmt|w1an.addr==00:09:35:ab:6a:b8

v EBvpression.. Clear Apply

B x &% & @@@wﬁgi::i@,a@.

{

= Radiotap Header w0, Length 24
Header revision: 0

[ Present flags: 0x000058ee
H Flags: Ox10
Data Rate: 1.0 mh/s
Channel: &
channel fregquency: 2437
# channel type: 802.110 (0x00a0)
551 Signal: -92 dem
55T Hnise: =100 riFfm

Header pad: 0O -
Header Tength: 24 Eﬁjﬁﬂpc

0000 00 00 18 00 ee 58 00 00 10 02 85 09 a0 00 a4 9c  ..... Fow D
OOLO 05 00 00 OB bf ed cf 04 08 02 00 00 £ff £F FF FF Loovis ot
o020 ff ff 00 11 95 ca 6L 7f 00 Oe 35 ab 6a b8 60 b3 ......a. ..5.3.7.
0030 aa a3 03 00 QD OO OB 06 00 01 OB 00 06 04 00 01 ....vvve wvvvnn
0040 00 Oe 35 ab 63 bB cO a8 00 1e 00 00 00 00 00 00 ..5.0... ovuenss

DT TR R N 1 IO T T O T T 1T o o T O T S T O A VT A T T4 |

Fie: "CADOCUME-1'ADMINT-1{LOCALS -1 Templether XX Ka00304" 535 - | P: 3524 D: 52 M: 0 Drops: 0

B 5.2.6 453%% | Infrastructure(802.11x ¥ 2+ ) & -NB &

%% PC T %

140

Sonre Dlesttnation Protocal [nfo A
5 00000000, 000835ah6akbs 00000000, FEFFFFFFFTFT 1P SAP General Query
1 00000000, 000e35ah6ab8 00000000, FEFFFFFFFfrft 1Py sARP _General Query
8 Intel_ah:6a:b8 Broadcast ARP who has 192.168.0.107 Tell 192.168.0.30
B 00000000, 000e35ah6akh8 00000000, FEFFFFFFfffT NBIPK Find nam 2,168, 0,10420:
W Intel_ah:i6a:bs roade FE AR Who has 192,168, 0,17 Tell 12 168.0,30
2 Intel_ab:da:hb8 Broadcast ARP who has 192,168.0.17 Tell 192.1B&.0.30
00 Intel_ab:fa:hbs Broadcast ARP who has 192.168.0.17 Tell 192.168%0.30



5.EF o AP a3 T8 | ¢ #-°802.11g Only Mode” # = B:i% % Disabled >
3 %% 3R IEEE 802.11b & IEEE 802.11g i 3} 2 e 3t it ¢ *
(4- B8] 5.2.7) -

DLink T

Building Networks for People U -3 V.

High-Speed 2.4GHz Wireless Router

L0710 Advanced  Tools Status  Help

Wireless Settings

These are the wireless settings forthe AP{Access Point) Portion.
Wizard

=

Wireless Radio: &) oy O of

| 88ID: ‘Infrastructure ‘

Channel: | § v [ auto Channel Select
Super G™ Mode : |8uperGwith Dynamic Turbo \of|

I Wireless

TransmissionRate: | a4 i
" (Mhitrs)

802.11g OnlyMode:: () £roviod G Bisahisd
DHCP SSID Broadcast:  (3) Epapley O Disabled
SecurityMode: &) none O wep O weaEaP O WPA-PSK

Ve

Apply Cancel Help

Bl 5.2.7 45 %% & Infrastructure(802.11x 3£ 3 % T ) AP % %_802.11b/g & %

141



6.0t pF i¢ * P~ D] chdt e TR T Filter #f e/ ¥ > ¥ 4 Source k iRy

INB 3 2e4] 7 %% a(F #8 =kt 00:0e:35:al:2f:ca)x* Destlnatlon p el ern AP

xamﬂzﬁrﬂ%g; @ 5] AP v fis (4o 5.2.8 {7 a) 5 ¥ kg NB ¥ e

T %% b(F %8 = 00:0e:35:ab:6a:b8)r* v p exd 7 AP <Fiﬁ$<ﬁfﬁ v & w73

AP % Ji (e8] 5.2.8 %7 b) e F NBE w7 a~NBEwqT%b
F’ Rae 1% AP g E R ‘J‘PC:“”QS’wE‘-m“' et g o

ad
ki

e ﬂHL

i
L)

Filter 4% =3
(arp && wlan.addr eq 00:0e:35:al1:2f:ca)||(arp && wlan.addr eq
00:0e:35:ab:6a:b8)

4! IEA 5 peap - Wireshark |

File Edit Wiew Go Captue Analyse Statistics Help
B oW e BB x % &8(R8¢«»»7F 2 |EEH QQQO @08 X

HMK](arp&&w1an.addr eg 00:0e:35:al:2Fca) || (arp&&w = Expresson.. Clear Apply

No. . Time Somrce Destination Protocal Info
2400 ] i e Eroadcast
Intel_al: 2f ca Eroadcast ARF

443 10.323670 D-Link_2c:21:56 Intel_al:2f:ca ARF 152.168.0.1 s at 00 17:03:2c: 21 56
444 10.323713 D-Link_2c:21:56 Intel_al:2f:ca ARF 16..168. 0.1 5 at 00:17:%9a:2c:1l:aa
769 18.952188 Intel_ab:6a:hsd Broadcast ARP who has 192.168.0.17 Tell 192.168.0.30
771 18.953313 Intel_ab:6a:hs Broadcast ARP k: ho has 192.168.0.17 Tell 192.168.0.30
772 18.953349 D-Link_2c:21:56 Intel_ab:6a:b8 ARP 02.168.0.1 is at 00:17:93:2c:21:56

E

| Frame 440 (90 bytes on wire, 90 bytes captured)
= Radiotap Header wi, Length 24
Header reyision: 0
Header pad: ©
Header Tength: 24
| Present flags: 0x000058ee
| Flags: 0x10
Data Rate: 24.0 Mmh/s
Channel: &
Channel freguency: 2437
| Channel type: 802.11lg (pure-g) (Ox00c0)
S5I Signal: -30 dem
SSI Moise: -100 dem
Signal quality: 75
Antenna: 0
SSI signal: 70 de
802.11 FCS: 0Ox8hceéZal [correct]
1 IEEE B02.11
| Logical-Link Control
# Address Resolution Protocol (raeguest)

o

=

=

H =

0010 4b 00 00 46 Bh ce 62 a8 88 01 2c 00 00 17 %a 2¢ KB iy chggdiddag
0020 21 54 00 e 35 al 2f ca ff ff £f £f £ £f 10 81 R
0030 00 00 aa aa 03 00 00 00 08 06 00 01 08 00 06 04  ........ ........
0040 00 01 00 0e 35 al 2f ca <O aB 00 14 00 0O 00 0O CEARDR T
0050 00 00 <0 a8 00 01 8b ce 62 a8 Lo, b.

2=

B 5.2.8 4% | Infrastructure(802.11x i mféz ri;) 3¢ -NB ¥ 24| 7 "&0if
W AP g F1 i
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74T Bldte o7 o IEEE 802 11g 7 NB ¥ 54| 7 %
FHLPE > BT 1 E BEaE S A8 Mbls i T iBiE 5 A IEE
AT bR E 11 |\/|b/S m@ﬁﬁ]x? FopIPCE i 7 F

EEEEL peap - Wireshark

a2 PC %% 4p b
E 802.11b 7 NB %
L (8 i (40§ 5.2.9)

T
\z

32125

Inte1.a1 12fica

7100165534

File Edit Wiew Go Coptue Anslyze Statisics Help
| BE x % &8 8« » F & BE &aad @@ KX
Fﬂher:] » Expresdon.. Clear Apply
Ho. . Time Somrce Destination Frotocol Info
143 109, 1w 0 192,064, 0,40 1uvd, 1os. 0,10 TCP 24549 > microsott-ds [ACK] Seq=1Y%49s448 AcCk=bY:J1
32124 109.169465 Intel_al:2f:ca (RA) IEEE 302 acknowledgement
109.169886 Inte1 al: 2F ca (RAD 1IEEE 802 C1ear -to-send

aCE St

caoca

ERET - Rt i

32127 (RAJ IEEE 802 Acknaw1edgement
32128 109.170021 Intel_al:2f:ca (Rra) IEEE 802 Clear-to-send
32129 109.170061 152.168.0.20 192.168.0.10 TCP 2459 > microsoft-ds [ACK] Seq=199748 Ack=69279
32130 109.170106 Intel_al:z2f:ca (RrA) IEEE 802 acknowledgement
32131 109.170221 Intel_al:2f:ca (RA) IEEE 802 Clear-to-send
32132 109.170264 1592.168.0.20 192.168.0.10 TCP 2459 > microsoft-ds [ACK] Seq=199748 Ack=69308
TR NG ITAINI Trtal a1 -2F-a fra’ TEEE &M? acknrwladnemant
& Frame 32126 (102 bytes on wire, 102 bytes captured)
= Radiotap Header w0, Length 24
Header revision: 0
Header pad: 0
Header Tlength: 24
® Present flags: O0x000058ee
# Flags: Ox10
Data Rate: 48.0 Mh/s
channel: & NBZEZR R a1 R E
Channel frequency: 2437
® channel type: 802.119‘(5::;—g) (0x00c0)
551 signal: -30 dem
SSI Moise: -100 dem
Signal quality: 75
Antenna: o
S5I signal: 70 dBe
802.11 FCs: Oxccloddde [correct]
= IEEE B02.11
Ho. . Time Sonrce Destnation Protocol Info
58842 128.672229 Intel_ab:6a:hs (R4 IEEE 802 acc<now]ledgement
58843 128.672498 152.168.0.10 152.168.0.30 TCP 2056 > nethios-ssn [AcK] Seq=31155 Ack=54415 wi
58844 128.672544 D-Link_2¢:21:56 (RA) IEEE 802 Ac<n0w1edgement
53846 128.672734 D-Link_2¢:21:56 (RA) IEEE 802 Ac<n0w1edgement
58847 128.673124 192.168.0.10 192.168.0.30 TCP 2056 > nethios-ssn [ACK] Seq=31155 Ack=60253 wi
58848 128.673170 D-Link_2c:21:56 (RA) IEEE 802 Ac<now]ledgement
58840 128.673363 192.168.0.10 152.168.0.30 TCP 2056 > nethios-ssn [ACK] Seq=31155 Ack=63175 wi
58850 128.673402 D-Link_2c:21l:56 (RA)  IEEE 802 Ac<now]ledgement
58851 128.673613 152.168.0.10 192. 168 0 30 TCP 2056 > netb1DS -ssn [ACK] Seq=31155 Ack=66095 wi

~an

® Frame 58845 (108

= Radiotap Header wo,
Header rewision: 0
Header pad: 0
Header Jlength:

bytes on wire, 108 hytes captured)
Length 24

24

# Present flags: 0x000058ee
# Flags: Ox10
Data Rate: 11.0 mhss
Channel: & NB%ﬁﬂgﬁbfﬂﬁﬁ%
Channel freguency: Zij/
# Channel type: 802.11H%(0x00a0)
351 signal: -38 dBm
SSI Moise: -100 dBm

Signal quality: 100
Antenna: 0
351 signal:
802.11 FCs:

62 de
0x35603ha0 [correct]

B 5.2.9 445 3%% 5| Infrastructure(802.11x &
@ g 5
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5.22AP &K T & 41" 4 B

1X T PCR%,/NB LT sk Egraf i IPais #3Z%kE oD
PC % % 1g * DNS WIREX 2 & ST %P BFHFEPT 2r AP
®EFHG K ETSSID fr AP =ak 5 192.168.0.1 2 14 - iF WEP i& {7 £ 4

4)“;\: ﬁ’]-{vt 7% o

PCEJ
| [P:192.168.0.10

IP:192.168.0.1
BHRAHE: 00:67:92:2¢:21:56

IP:192.168.0.30 IP:192.168.0.20
gﬁfﬂﬂ:l 00:0e:35:ab:6a:b8 BHRHE: 00:0e:35:a1:2fca

2)
NBZ % U % fi§a ﬁ) NB 2 2 & fish
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2.7 AP fom SUR i X E 2 & GURSUPT > 3R L il - B il AR o
% A WEP # 6 ¥ i (73 % (4o 52.10) 33 B x4 14 & it (7 mBAS -
mALIE X EA WG A A 3N % - 84 Open System Aauthentication » ¥ - f&
= Shared Key Authentication - i¢ * 37 3% =77 Open System p¥ » &7 $t iz P % 2
BT o TR F i S AP M| R TR TR R AT
T F Ee iRk o F 2 4ok BRiE Shared Key pF » AP frig # 2 Fé“ifug
B - FAREEAR 0 PR R AR B X 2

TR AP IR F AR ST L ENE 2 AP ERE
Shared Key {4 » = WEP Keyl & = i& (7 %85 5738 T

Home Advanced  Tools Status Help

Wireless Settings
These are the wireless settings for the AP{Access Paint) Portion.

s

WirelessRadio: @) on O off

SSID: infrastructure \

Channel: [§ v| [] Auto Channel Select

Wireless

Super G™ Mode : | Super G without Turbo v|

TransmissionRate: [ autg | i
= \_ | (Mbitrs)

802119 Only Mode : () Enabled @ Disabled

‘ DHCP S$SID Broadcast: %) gnapled O Disabled

SecurityMode: (& nonel & wEP JO WPA-EAP O WPA-PSK
WEP :

For'\WEP (wireless encryption) enter the same key({s) into hoth the router and the wireless
stations -- 10 hex digits for each 64 bit key or 26 hex digits for each 128 hit key. A hex digitis
either a number from 0to 9 or a letter from Ato F.

You can also enter any text string into a WEP key box, in which case the ASCIl values ofthe
characters are converted into a hexadecimal key. Use up to 5 text characters for 64 bit keys,
and up to 13 characters for 128 hit keys.

Set the Authentication to "Shared Key' for greatest security.

Authentication: () open System{(® Shared Key

WEP Encryption: | g4 it (10 hex digits) |

WEPKey 1: () [sosseesees |

WEP Key 2: O ‘oooooooooo J

] 5.2.10 45:%% & Infrastructure( £ 4&+4c %) AP | 0@ g% 2
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3.EF #4r4) o p TWindows F7 v 48 e ICMP 3% %_9 3E {8 (4o & ) 5.2.2) »
:I&AirPcap B+ 3R PC T "o Fx WireShark 41 ¢ 2 (788 4t¢ o pt pF

i NB £ 27T % a B ECE MERGRARLT > B Infrastructure(SSID)sV
HApE ﬁkgi T»:% A 4R (A0R 5.2.11) > T35 1§ AP AT
#A R TR B

0\ St T

| EaEEES

1o AR

ETIEE PR—EEERER EE AN ER AR e R R

« i)) HIT DS
ER 2 HAVERER

il
y Infrastructure B#

BRIk
f ENBEREREE

< BEFSNRRATS
~ EESER

HEHILE
J) TRERRRELRE

- MENEEWBIEGES - ik pE) -
de BEEHFROET

G SRS 20 Gl

R Tnfrastructure’ EAGEIE 30 (DFEAS WEP SRk WPA Si) - FIEEIRIREIR

lthﬂﬁlféﬁﬁﬁh_ RETER Ill[m

FEREIRAEE pEIR)

A

T2 &m0 Gw*mwmq /l
R R

BN SERC)

B 5.2.11 45:%% &) Infrastructure( £ 4&4c %) Lo T % b2 AP i 43K
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5.@?] NEF L RS MRS ET

g A1) 1t 4R (4 [B] 5.2.12) ©

i

SRR EF- KERF - 2 a2

B 5.2.12 453%% &) Infrastructure( £ 44c ) 2337

P

r i — TR
HTF B - BB IR BN AR RS R AR W

|RIE
P ENBREREE

c’ﬂ BiEget AU A= HIT
TR

ET ARG
Infrastructure

HRH T
A TRPRRIELEN

oy SEEHBRAET

G WERREE

]@ ¢ L:] alll
SETRIR » Windows ETEEERE] Tnfrastructure 805 -
EFEEHEE..
[ "I TTT] ] H“ﬁ
[ A ] (%80 )

R
X
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.t PFL B L & TR M ia e > fEE-Flendt e F4dan Source kiR
PO RPHEL LT a;"gﬁﬂ?@f:ﬁ@ﬁ
Z e TRt Fe g Y 0 B KRS ANB LR hartrt P ooy
e D-Link AP & §2 ﬁfﬂfﬁ’f;fﬁ;é 59 g et e 3 %5 Successful e & (e
@5213) fed B aa A & 42 & % 7 Shared Key fiZ ;¢
% NB £ 7 " a AP 1 i :f A (4] 5.2.14) o

72 &g A peap - Wireshark

File Edit View Go Captwe Analyze Statistics Help

BHe M oBx%a RessF e EEcaan @&om

Filter: | ‘ v Expression.. Clear Apply

No. . Time Source Destination Protocol Info
1159 1/7.19/7615 D-Link_ZC:Z2Lli56 (RA) IEEE 802 ACKnowledgement
1160 17.204985

00:1c:f0:78:ee:2a (RA IEEE 802 Acknowledgement
IEEE 802 Beacon frame, sn

1161

1

FN=0,BI=100, SSID: |
Authentication, 89, FN=0
1163 17.218611 Acknowledgement

1164 17.219101 D-Link_2¢:21:56 o b8 IEEE 802 Aauthentication, SN=411,FN=0
1165 17.219360 D-Link. 2c 21:56 (RA) IEEE 802 acknowledgement

TEEE 8

® Frame 1162 (58 bytes on wire, 58 bytes captured)
Radiotap Header v0, Length 24
IEEE 802.11
Type/subtype: Authentication (0x0h)
# Frame Control: 0x00B0 (Normal)
puration: 314
pestination address: D-Link_2¢:21:56 (00:17:9a:2¢:21:56)
source address: Intel_ab:6a:b8 (00:0e:35:ab:6a:h8)
BSS Id: D-Link_2c¢:21:56 (00:17:9a:2¢:21:56)
Fragment number: O
Sequence number: 1389
® Frame check segquence: 0x0990c2a8 [correct]
= IEEE 802.11 wireless LAN management frame
= Fixed parameters (6 bytes)
jon Algorithm: open System (0)

Authentication SEQ: 0x0001
status code: successful (0x0000)

1> 7, S AR a2, R » 2 2, 2
B 5.2.13 453:%% i Infrastructure( £ 4&4c %) 2 d 7 "o befed AP cdte 2 4
74 &mMsUHA peap - Wireshark
File Edit Wiew Go Capture Analyze Statistics Help
BN oB x%a Rev2Te(EE D @B H
Fﬂﬁer:} ‘ v Expression.. Clear Apply
No. . Time Source Destination Protocol Info
1159 1/7.19/7615 D-Link_ZcC:Z21:56 (RA) IEEE 802 ACKnoOwledgement
1160 17.204985 00:1c:f0:78:ee:2a (RA IEEE 802 Acknowledgement
1161 17.207741  D-Link_2c:21:56 Broadcast IEEE 802 Beacon frame,SN=408,FN=0,BI=100, SSID: "
1162 17.218230 Intel_ab:6a:b8 D-Link_2 IEEE Authentication, SN=1389, FN=0
17.218611 IEEE
£l AUThern
Acknowledgement
® Frame 1164 (58 hytes on wire, 58 hytes captured)
Radiotap Header v0, Length 24
= IEEE 802.11
Type/subtype: authentication (0x0h)
# Frame Control: 0x00B0 (Normal)
puration: 314
pestination address: Intel_ab:6a:b8 (00:0e:35:ab:6a:h8)
source address: D-Link_2c¢:21:56 (00:17:9a:2¢:21:56)
BSS Id: D-Link_2¢:21:56 (00:17:9a:2¢:21:56)
Fragment number: 0
Sequence number: 411
® Frame check sequence: 0x3baOh39%e [correct]
= IEEE 802.11 wireless LAN management frame
= Fixed parameters (6 bytes)
Authentication Algorithm: open System (0)
Authentication SEQ: 0x0002 AR B ENRSREE
status code: Responding station does not support the specified authentication algorithm (0x000d)
1 > 7, AR >, = @t [ 2, 4
B 5.2.14 4532% &) Infrastructure( £ 4% 4c %) AP v B 3 e % "o b endt @ 2 4
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523AP A 3| * & HeE

t

1% 2 PC 2%, /NB %47 é;j:»‘if"ﬁ IP it (k) T2 AP (At LA Y
%T;T'\;L:ﬁﬁlg,g,,:lé;—‘,xlﬁ?mpc:"” f8 * DNS PR BX T & 5 7P
BFBEpET i~ APk 24 5 > Kk 2 SSID v AP i=xt 5 192.168.0.1
Fo{s o ppF AP &2 g e %ﬁijéﬁ(‘\}“#{@f'Jf'Jﬂ LAN = e
e AR L BT ‘\"%f AR AR Ak B ETR) o

¥

Ap*éfl TRk
4o~Yahoo ! Google)

6\
L&

PCEE
IP:192.168.0.10
DNS:163.17.64.30

AP FZHE;

IP:192.168.0.1

2

NBE 3 A Efia & NB%3 b
|[|>=N3s 92.168.0. 30 )) %?éﬂz‘]g 6”50.20
3.17.64.3

DNS:163.17.64.30
[ —
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2.5 F HIpdl &
#- AirPcap &+ & &

B
=k PF (4 Yahoo |

I

B 5.2.15 42:2% 5

_;:E’

N

=y \

= 4 5h @ Ly

* ME ? F Pé o

i T Windows [# X 3 =1 ICMP 2

PC % "B 4o B4 ¢
HEART M cmd F%?/éié%%%fs
DRSS SR R

Google e ht)

Zr 1}1%@2 %

IC:\Documents and Settings\int >ping 192.168.0.10

Pinging 192.168.8.18 with 32 hytes of data:

Reply from

Reply from
Reply from

192.168.68.16:
192.168.8.
192.168.0.
192.168.0.

18:
18:
18:

hytes=32
hytes=32
bytes=32
bytes=32

Ping statistics for 192.168.6.16:

Packets: Sent =

4, Received =

cv CAWINDO WSisystem32\cmd exe

:\Documents

time<ims
time<ims
time<ims
time<ims

Pinging 192.168.68.208 with 32 bytes of data:

192.168.8.26:
192.168.0.208:
192.168.0.20:

Reply from

192.168.8.26:

bytes=32
hytes=32
bhytes=32
bhytes=32

Ping statistics for 192.168.08.28:

Packets:

Sent =

4, Received =

cv CAWINDO WS\system32\cmd exe

time=2ms
time<ims
time<ims
time<ims

:\Documents and Settings\int>ping 192.168.

Pinging 192.168.6.38 with 32 bytes of data:

192.168.0.
192.168.0.
192.168.8.
192.168.8.

Reply from
Reply from

38:
38:
38:
38:

hytes=32
hytes=32
bhytes=32
bhytes=32

Ping statistics for 192.168.6.30:

Packets:

Sent

= 4, Received
Approximate round trip times

cv CAWINDO WSisystem32icmd .exe

C:\Documents
C:\Documents
Ping request

and Settings\int>
and Settings\int>ping tw.yahoo.com.tw
could not find host tw.yahoo.com.tw.

time=3ms
time=1ms
time=1ms
time=2ms

TTL=128
TTL=128
TTL=128
TTL=128

8 <(Bx

and Settings\int >ping 192.168.0.20

TTL=
TTL
TTL=128
TTL=128

<8z

TTL=
TTL=
TTL=
TTL=

128
128
128
128

8 Bz

in milli-seconds:

s and Settings\int>ping tw.vahoo.com.tw
could not find host tw.yahoo.com.tw.

IC:\Documents
Ping request
ly again.

C:\Documents

and Settings\int>

| Infrastructure(AP i 7|

b

150

2,
4

128
=128

L pEF

loss).

loss).

loss

Please check

Please check

and Settings\int >ping www.google.com.tw
could not find host www.google.com.tw.

Please chec

42

)

E {8 (e o
& NB % =4
£ ping

the name and try

the name and try

k the name and tu|

=3

R4
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3.t P AR-REP- T ehdt e o e Filter ff =145 4 arp || icmp || dns &g P 7 S o
et e - B REE DR I APRARPF > BT i 0 blde Source kiR
3e T;'Ji?*:’-’“‘ b 5@5’ Destination P =8 en 4 2e 3] T 5% a 7 4pid &R
£ T ok G e v e B (de ) 5.2.16)° d gt ¥ & F] G ¥ - 0 LAN
Regg s BAPERRIES > mF R FIM T T RS
LR T KRG PR Y - éﬁ;{f‘/““# APE <00 LI

2

)

N

_'?%

T APAER SR EK ping~ TS $I95 - PCHAY peap - Wireshark
File Edit View Go Capture Analyze Statistics Help
BN EEXEE Aers9T L |BE QRQAD #EN X | B

Filter: |arp [l dcmp || dns v Expression... Clear Apply

No. - Time Source Destination Protocol Info

1389 51.453789 00:1f:c6:aa:cd:le Broadcast ARP Who has 192.168.0.1017 Tell 192.168.0.2
1456 54.112487 Lite-OnC_54:32:34 Broadcast ARP who has 192.168.0.207 Tell 192.168.0.10
1457 54.112851 Intel_ab:6a:b8 Lite-OnC_54:32:34 ARP 192.168.0.20 is at 00:0e:35:ab:6a:b8
1458 54.113199 192.168.0.10 192.168.0.20 ICMP Echo (ping) request

1473 54.671245 D-Link_2c:21:56 Broadcast ARP who has 192.168.0.107 Tell 192.168.0.1
1487 55.108109 192.168.0.10 PCE& 192.168.0.20 Nngb ICMP Echo i request
1489 55.108297 192.168.0.20 192.168.0.10 ICMP Echo repl
1519 56.107861  192.168.0.10 192.168.0.20 ICMP Echo request
1521 56.108390  192.168.0.20 192.168.0.10 ICMP Echo (ping) reply

1547 57.108016 192.168.0.10 192.168.0.20 ICMP Echo (ping) request
1549 57.108483 192.168.0.20 192.168.0.10 ICMP Echo (ping) reply
1582 58.454093 00:1f:c6:aa:cd:le Broadcast ARP who has 192.168.0.1327 Tell 192.168.0.2
1641 60.440927 Lite-OnC_54:32:34 Broadcast ARP who has 192.168.0.307 Tell 192.168.0.10
1642 60.441894 Intel_66:9:45 Lite-OnC_54:32:34 ARP 192.168.0.30 is at 00:0e:35:66:F9:45
1643 60.441949  192.168.0.10 PC mBhks 192.168.0.30 NBR s | 1CHMP Echo (ping) request
1645 60.442658  192.168.0.30 192.168.0.10 ICMP Echo (pina) reply

T336227  192.168.0.10 TUZ.168.0.30 TC Tho (p1nd) reques

.436869  192.168.0.30 192.168.0.10 ICHMP Echo (ping) reply

File Edit View Go Capture Analyze Statistics Help
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Filter: |ar'p [| dcmp || dns v Expression... Clear Apply

No. - Time Source Destination Protocol Info &
S840 £215.155210  1Y4.168.0.40 192.168.0. lemp Echo (ping) reguest
5828 215.155419 192.168.0.20 =a ICMP Echo (pina) request
5832 215.157295 192.168.0.30 192.168.0.20 ICMP Echo (ping) reply
5834 215.157384 192.168.0.30 192.168.0.20 TCHMP Echo (pina) reply
5861 216.153158 192.168.0.20 192.168.0.30 ICMP Echo (ping) reguest
5862 216.153243 192.168.0.20 192.168.0.30 ICMP Echo (ping) request
5866 216.155253 192.168.0.30 192.168.0.20 ICMP Echo (ping) reply
216.155348 .168.0.30 Echo (ping) reply
227.041436 .168.0.20 .17.64. Standard query A tw yahoo com
228.039657 5 Standar'd quer'y A tw yahoo com
Standard query A tw.yahoo.com

File: "C:\Documents and Settingsthit.E30-++ | Packets: 19944 Displayed: 643 Marked: 0

Bl 5.2.16 45:%% | Infrastructure(AP 4 i 3| ¢}) 4+ B~
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[1] http://www.cs.nthu.edu.tw/~nfhuang/chapl13.htm#13.4 |EEE
802.11 Wireless LAN Fﬁﬁi‘—é‘,

[2] http://vthhu.pixnet.net/blog/post/17600066 .= ['fif
[3] http://www.netadmin.com.tw/article_content.asp?sn=0808050013

[4] http://blog.shaolin.tw/2008/03/wireshark.html [ « #4: Wireshark
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[5] http://blog.chinaunix.net/u2/72886/article_97513.htmi
[6] http://life.iiietc.ncu.edu.tw/xms/content/show.php?id=17810

[7] http://www.usc.edu.tw/cc/wireless/word.htm
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